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[bookmark: _Toc5094398][bookmark: _Toc140052121][bookmark: _Toc162427756]Quickstart project

The quickstart project, delivered with Pcvue, allows the user to create in few clicks a custom designed project with a ready-to-go configuration without starting from scratch.
A configuration wizard helps you through the few steps to configure your project:
· select different designs and styles
· select the screen resolution
· create your menus
The Quickstart project generates a “ready to go” project including standard mimics and configuration:
· Trends viewer
· Logs and archiving ready
· Alarms viewer and system alarms ready
· User profiles
· Sample scripts…

Many styles and ergonomics are available:
· 5 styles
· 2 themes : Light/Dark
· 4 color skins
· 4 resolutions

[bookmark: _Toc5094585][bookmark: _Toc110409242][bookmark: _Toc162427675]Figure 1 - Quickstart project

[bookmark: _Toc403731426][bookmark: _Toc5094399][bookmark: _Toc140052122][bookmark: _Toc162427757][bookmark: _Hlk108597830]Advanced Configuration Environment - ACE

The Advanced Configuration Environment (ACE) of PcVue brings a consistent and innovative platform to develop your application. The PcVue ACE is designed to maximize productivity by providing components with similar user interfaces. It presents a single interface in which all developments are done. This ACE brings many features for creating object descriptions, mimics, communication frame with PLC, user rights, etc.. . 
It also provides advanced tools for creating the client/server architecture and deploying the software throughout the network.
Dynamic, intuitive use of configuration boosts PcVue's ease of use. 

PcVue ACE reduces configuration time and increases developer productivity.

[image: Une image contenant texte, plastique
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[bookmark: _Hlk108597884]The ACE includes:
· the “Application Explorer”, an “All in one” configuration tool for configuration and diagnosis,
· the “Application Architect” to model objects and create applications,
· the Smart Generators are a suite of import tools for mass configuration from third-party or in-house configuration tools (PLC programs, CAD drawings, user software and legacy SCADA/Building Management Systems).
These tools can be used independently or jointly as required.
[bookmark: _Toc5094400][bookmark: _Toc140052123][bookmark: _Toc162427758]Application Explorer
[bookmark: _Toc5094401][bookmark: _Toc140052124][bookmark: _Toc162427759]Configuration & Diagnostic

The Application Explorer is an “All in one” configuration tool, including the features for configuring all parts of supervisory project:
· Communication/Networking
· Variables
· Archives
· Data processing
· User management
· Libraries
A consistent and modern user-friendly interface based on the ergonomic rules for systems environments to make the design easier and faster:
· Based on a tree view structure with element lists
· Easy duplication of branches and sub elements
· Multiple document Interface
· Copy, cut & paste including sub-elements
· Intuitive navigation: previous & next
· Various display options: icons, list, details...
· Standard Windows’ keyboard shortcuts
[image: ace 2]
[bookmark: _Toc5094586][bookmark: _Toc110409243][bookmark: _Toc162427676]Figure 2 - Application Explorer

[bookmark: _Toc5094402][bookmark: _Toc140052125][bookmark: _Toc162427760]Configuration wizards

Several configuration wizards to guide you through the process of configuring:
· the network architecture
· the archiving database
· the redundancy process

[image: Une image contenant texte, capture d’écran, logiciel, Page web
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[bookmark: _Toc5094587][bookmark: _Toc110409244][bookmark: _Toc162427677]Figure 3 - Configuration wizards
[bookmark: _Toc5094403][bookmark: _Toc140052126][bookmark: _Toc162427761]Application Architect
[bookmark: _Toc5094404][bookmark: _Toc140052127][bookmark: _Toc162427762]Application modeling

The Application Architect lets you use high-level facilities to template and reuse of components.
It enables you to create reusable objects to integrate not only graphics, symbols and tables but also all the frequent configuration elements such as variables, alarms and their associated behaviors: events, archiving, thresholds, commands, scripts etc.
Benefits of the Application Architect
· Reduce development time
· Enhance application description reliability
· Reduce the risk of errors
· Does not require scripting
· A ground breaking tool to help applying existing good design practices 
· Branch and leaves
· Generic graphic objects
Build the applications in 4 steps: templating, differentiation, instantiation, and customization.
Templating

· Identify the Inputs/Outputs
· Define the internal variables required
· Identify the behaviors (trending, archiving etc.)
· Specify the graphical appearance
You can also define higher-level models by inheritance and/or inclusion.
[image: Une image contenant texte, capture d’écran, logiciel, affichage
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[bookmark: _Toc5094588][bookmark: _Toc110409245][bookmark: _Toc162427678]Figure 4 - Application Architect : templates
 


Differentiation
This step lets you identify and specify the differences between the processes of a model in three ways:
· Parameters
· Manual input
· Evaluated expression: by calculation
· Values of preset parameters
[image: Une image contenant texte, capture d’écran, affichage, logiciel
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[bookmark: _Toc5094589][bookmark: _Toc110409246][bookmark: _Toc162427679]Figure 5 – Application Architect : differentiation menu
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[bookmark: _Toc5094590][bookmark: _Toc110409247][bookmark: _Toc162427680]Figure 6 – Parameter example


Instantiation

· Specifying the process structure
· Representing physical objects as facilities (motor, conveyor, production line, fan, pump, air treatment centre, floor etc.)
· Input any value required to differentiate instances
[image: ace 6]
[bookmark: _Toc5094591][bookmark: _Toc110409248][bookmark: _Toc162427681]Figure 7 – Application Architect : Instantiation
Customization

· A component can be very similar to another without justifying a supplementary model, so the Application Architect enables you to customize processes to take account of their particular features.
· Unit modifications of instances : 
· Add or remove elements on a particular instance
· Only if an additional template is not worthwhile
[image: ace 7]
[bookmark: _Toc5094592][bookmark: _Toc110409249][bookmark: _Toc162427682]Figure 8 – Application Architect : Example of customization

· Templating is sometimes not applicable or not useful across the whole application, so the Application Explorer and the Smart Generators also be used on the same project.
[bookmark: _Toc5094405][bookmark: _Toc140052128][bookmark: _Toc162427763]Smart Generators

The Smart Generators enable you to generate an application automatically importing elements from external sources.
They facilitate and dramatically accelerate the development of a PcVue project avoiding the loss of time of a double configuration and risk of error. The wizards guide you through the process of extracting data from third party applications and using it to generate elements of PcVue’s configuration (variable database, communication configuration, mimics etc.).

[bookmark: _Toc5094406][bookmark: _Toc140052129][bookmark: _Toc162427764]Available Smart Generators

· TIA portal
· Unity pro®
· WAGO®
· MOXA®
· OPC
· ISaGRAF™
· CAD (AutoCAD)
· LNS®
· FactoryLink®
· STEP7®
· DALI®/WAGO®
· Stardom™
· Harmonas®
· SAIA PCD™
· TwinCAT®
· BACnet™
· Générique XML
[bookmark: _Toc5094407][bookmark: _Toc140052130][bookmark: _Toc162427765]Real-time Data

The real-time data is the core of PcVue and it is composed of a set of tags called "variables" that contain the data to be supervised and displayed in mimics. Variables can also used to trigger actions, be recorded and for various other behaviors.
[bookmark: _Toc5094408][bookmark: _Toc140052131][bookmark: _Toc162427766]Structure

PcVue is designed to allow the creation of variables in a hierarchical manner, using a variable tree, allowing a structured organization of data and corresponding to the supervised physical process.
For example, a building may be modeled as follows: 

[image: Une image contenant texte, capture d’écran, Police, nombre
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Each line defines a variable composed of several branch levels and one leaf. This variable tree is displayed in the Application Explorer as shown below: 


[image: Une image contenant texte, logiciel, Icône d’ordinateur, Page web
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[bookmark: _Toc5094593][bookmark: _Toc110409250][bookmark: _Toc162427683]Figure 9 – Variable tree

The Variables Tree is designed so that variables are grouped together in a similar manner to the real world. The groups are similar in concept to a Windows' folder. The folders containing the variables are nested thereby generating the structure of the tree. The complete folder structure that contains a variable is known as its branch. In practice, the term branch can be used to refer to all or part of a branch structure (similar to a tree where a branch is made up of many smaller branches.)
This data structure helps to create projects that are both easy to design and maintain.

[bookmark: _Toc5094409][bookmark: _Toc140052132][bookmark: _Toc162427767]Generic Approach

The branch concept of the variables let the developer easily builds generic objects (graphical symbols, program or mimic) : the same generic object can be re-used in different variables contexts.
When a generic object is created only the leaf of variables names is used without any branch. The branch is supplied each time that the object is instantiated, to ‘connect’ each leaf of variables of the object to the branch, and animate the corresponding variables.
[image: generic obj]

[bookmark: _Toc5094594][bookmark: _Toc110409251][bookmark: _Toc162427684]Figure 10 - Data structure and genericity

For example- A symbol represents an air conditioner. The symbol indicates if the air conditioner is on and the ambient temperature. When animating the symbol the variables names are used without a branch:
TEMP_MES
STATUS
The branch is supplied when symbol is inserted into a mimic to ‘connect‘ the variable leaves of the symbol to the branch and the animations to the corresponding variables (Branch+leaves).
The same symbol can be instantiated any number of times with different branches thereby displaying different variables.
This principle is extensively used in PcVue for all kinds of objects (mimics, symbols, programs, expressions) and dramatically reduces the development time particularly for installations composed of highly repetitive elements.


[bookmark: _Toc5094410][bookmark: _Toc140052133][bookmark: _Toc162427768][bookmark: _Hlk108600051]Data Types

The following variable types are supported.
· Bit - Logical or two state data
· Alarm - A sub-type of bit with modified behavior
· Register - Any analogue data (byte, word, double word, float etc.)
· Text - String data
A variable could be:
· An Internal variable – the data value is calculated in PcVue
· An Equipment variable  - the data value is given by the communication layer
[bookmark: _Toc5094411][bookmark: _Toc140052134][bookmark: _Toc162427769]VTQ – Value Time Quality

Each variable has three real time properties, value, quality and timestamp - also known as VTQ. The timestamp has millisecond resolution and is the time that the value last changed. 
Timestamp can also be provided directly by the PLC by using one of our timestamped protocols.
Any variable can be configured to be shared on multi-station architectures and/or made available for third party software through several interfaces (OPC, webservices,…). In such case the VTQ is broadcast.

[bookmark: _Toc5094412][bookmark: _Toc140052135][bookmark: _Toc162427770]Properties

Variable configuration is rich in properties with all variables having a Description, Source, filters criteria (Domain, Nature), and Command level plus properties specific to each variable type, Maximum, Minimum, Units, Associated Label etc. 
[bookmark: _Toc5094413][bookmark: _Toc140052136][bookmark: _Toc162427771]Attributes and Filters

Extended attributes provide the opportunity to associate a number of binary and text attributes with each variable. The single binary attribute takes the form of a 32 bit integer than can be entered either as a number or as 32 individual bits. The text attributes are entered as a string or as the name of another variable. If you use the name of another variable, when that text attribute is referenced, the value of that variable is used.
Up to 16 free format extended text attributes can be configured for each variable. 


Extended attributes have many uses such as:
· Cataloguing data for better filtering particularly in the alarm viewer or logging :
· Add details of specific characteristics to a variable. For example you might want to include the name of the equipment manufacturer or a reference that can be displayed on a mimic:
[image: Une image contenant texte, Appareils électroniques, capture d’écran, affichage
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[bookmark: _Toc5094596]











[bookmark: _Toc5094595][bookmark: _Toc110409252][bookmark: _Toc162427685]   Figure 11 - Example of an alarms viewer with filters using extended attributes
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[bookmark: _Toc110409253][bookmark: _Toc162427686]Figure 12 - Example of a detail popup with information displayed from the extended attributes


[bookmark: _Toc5094414][bookmark: _Toc140052137][bookmark: _Toc162427772]Associated labels

Associated Labels are sets of text strings which can be associated with a variable and as a result substituted for the variable's values when displayed. For example, instead of a bit variable displaying ANIMATION 0 or ANIMATION 1, it might display STOPPED and RUNNING.
The strings provided by associated labels are displayed in mimics in the alarm and log viewers, and by the Text-Label and the Send-Bit animations.

[bookmark: _Toc5094415][bookmark: _Toc140052138][bookmark: _Toc162427773]Bits and alarms associated labels

Each bit associated label comprises of the following strings.

[image: Une image contenant texte, capture d’écran, logiciel, Icône d’ordinateur
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[bookmark: _Toc5094597]

[bookmark: _Toc110409254][bookmark: _Toc162427687]Figure 13 – Bit associated label creation



Each alarm associated label comprises of strings for each of the possible alarm states plus Acknowledgement, Command to 0 and Command to 1.

[image: Une image contenant texte, capture d’écran, affichage, logiciel
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[bookmark: _Toc5094598]
[bookmark: _Toc110409255][bookmark: _Toc162427688]                   Figure 14 – Alarm associated label
[bookmark: _Toc5094416][bookmark: _Toc140052139][bookmark: _Toc162427774]Associated behaviors


Associated behavior adds features to a variable in addition to that provided by its main properties. The following is a summary of the main behaviors:
· Threshold - Set bits when the value rises above or falls below a value. Typically used to generate alarms from analog values
· Chronometer - Measure the period for which a bit has been set
· Counter - Count how many times a bit has been set
· Discrepancy – DCS style mechanism that checks that the value of one bit against another within a configurable period. An alarm is generated if the check fails
· Alarm – Acknowledge trace, Associated action (open a mimic or run a script), Masking by bit or expression
· Event - Run a program or send a message (SMS or email) on change of value
· Trend - Record the VTQ in an archive unit for replay through a Trend Viewer or export to a 3rd party application


[bookmark: _Toc5094418][bookmark: _Toc140052140][bookmark: _Toc162427775][bookmark: _Toc403731416]Alarms 

In PcVue an alarm is generated by a bit variable that has been configured with alarm behavior. This means that alarms have all the flexibility associated with a bit plus the characteristics required by an alarm. Changes in alarm value are time-stamped to millisecond resolution. The origin of the time-stamp can be PcVue itself or the source of the value (PLC, OPC etc.).
A real-time alarm list is provided by the Alarm Viewer. Alarms can also be used in the HMI’s animations the same as any other variable to produce color changes, change text strings, exchange symbols etc. Individual alarms can be accepted by an operator with the corresponding user rights. Advanced group alarm acceptance strategies can be configured using SCADA Basic.
In distributed applications alarms are broadcast to all nodes. Alarm acceptance (subject to user rights) can take place on any station.
[bookmark: _Toc5094419][bookmark: _Toc140052141][bookmark: _Toc162427776]Alarm levels

PcVue supports 30 alarm levels. Alarm display, acknowledgment and masking levels can be different. (For ease of configuration, by default, they are the same.) These levels are also defined in the user profiles. Depending on their profile settings the user may be able to display, acknowledge or mask an alarm with a given level. 
[bookmark: _Toc5094599][bookmark: _Toc110409256][bookmark: _Toc162427689][image: Une image contenant texte, Appareils électroniques, affichage, capture d’écran

Description générée automatiquement]
     Figure 15 - Alarm levels settings

[bookmark: _Toc5094420][bookmark: _Toc140052142][bookmark: _Toc162427777]Temporization 

A period in seconds between the source changing to the active state and the bit state following it (and hence the alarm activating). Should the source return to the inactive state before the temporization period is over the alarm will not activate. A value of 0 disables temporization and the alarm activates immediately the source changes to active
[bookmark: _Toc5094421][bookmark: _Toc140052143][bookmark: _Toc162427778]Thresholds

A threshold is one of the behaviors that can be attached to a register variable. A threshold sets and clears a bit depending on the rising or falling value of the register and a configurable hysteresis. Up to four thresholds can be specified per register and can be used to directly generate alarms.
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[bookmark: _Toc5094600][bookmark: _Toc110409257][bookmark: _Toc162427690]Figure 16 - Thresholds variables 
[bookmark: _Toc5094422][bookmark: _Toc140052144][bookmark: _Toc162427779]Masking

To help prevent alarm cascades, an alarm can be masked by another alarm, a bit or an expression. Alarms can also be temporarily inhibited by the operator or taken out of service completely using maintenance mode.
[image: Une image contenant texte, Appareils électroniques, capture d’écran, logiciel
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[bookmark: _Toc5094601][bookmark: _Toc110409258][bookmark: _Toc162427691]     Figure 17 - Masking variable
[bookmark: _Toc5094423][bookmark: _Toc140052145][bookmark: _Toc162427780]Alarm counters

Alarm counters by level, status, Domain and Nature are easily configured using specially named register variables. These can be displayed in the HMI and trigger actions (such as sending an email or generating an audible alarm) in the same way as any other variable. 
Advanced alarm counters using expressions and alarm properties can be configured using a technique called alarm synthesis

[image: Une image contenant texte, logiciel, Icône d’ordinateur, Page web
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[bookmark: _Toc5094602][bookmark: _Toc110409259][bookmark: _Toc162427692]Figure 18 - Alarms synthesis configuration


[bookmark: _Toc5094424][bookmark: _Toc140052146][bookmark: _Toc162427781]Data Acquisition

PcVue includes many built-in serial and Ethernet drivers, from proprietary buses and legacy serial protocols to the latest TCP/IP, OPC, IoT standards. The communication manager CIMWAY allows the simultaneous management of several drivers to meet the requirement of installations dealing with different equipment manufacturers.

PcVue driver’s development is ongoing and new drivers are added all the time.
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[bookmark: _Toc5094425][bookmark: _Toc140052147][bookmark: _Toc162427782]Drivers and communication interfaces 
PcVue communicates with acquisition, control and automation systems (programmable logic controllers, remote input / output, regulators, etc.) and natively has a set of protocols, serial and TCP / IP, covering the main manufacturers of devices.
The full updated list is available on the website:
https://www.pcvuesolutions.com/driver-di-comunicazione/

[bookmark: _Toc5094426][bookmark: _Toc140052148][bookmark: _Toc162427783]BACnet

BACnet is a built-in protocol in PcVue.
PcVue is listed by the official testing laboratory of BACnet[footnoteRef:1] for the profils B-OWS[footnoteRef:2] and B-AWS[footnoteRef:3]. [1:  BTL : BACnet Testing Laboratories http://www.bacnetinternational.net/]  [2:  B-OWS : BACnet Operator Workstation]  [3:  B-AWS : BACnet Advanced Workstation] 


All the services provided by the standard (BIBBs[footnoteRef:4]) are supported: [4:  BIBB : BACnet Interoperability Building Blocks] 


Data Sharing, 
Network & Device management, 
Alarm & Event notification, 
Trending and event logging, 
Scheduling.


PcVue offers features for the configuration, the diagnostic and the commissioning necessary for BACnet including:
Device and object discovery, 
Versatile support for BACnet automation objects: Notification Class, Trend Log, Trend Log Multiple, Event Log, Schedule, Calendar, 
Helpers to assist the application developer diagnose and troubleshoot automation objects’ behavior in a BACnet device, 
A comprehensive mapping editor
An import configuration tool called “Smart Generator for BACnet”

[bookmark: _Toc5094427][bookmark: _Toc140052149][bookmark: _Toc162427784]Configuration interface

The interface allows the configuration of BACnet objects including schedules and calendars. It’s important to note that it’s also possible to configure the devices directly from the PcVue interface without the need of the device platform.













[bookmark: _Toc5094604]


[bookmark: _Toc110409260][bookmark: _Toc162427693]Figure 19 - BACnet : configuration interface

The configuration interface allows the configuration of the following features:
Creation – Modification – Deletion of objects
From within PcVue configuration tools Including Calendars and Schedules
Property values display
Based on a grid in Helpers
Based on the ePICS[footnoteRef:5] standard in the mapping editor [5:  ePICS : Electronic Protocol Implementation Conformance Statement] 

Improved fallback
COV vs Polling
Segmentation and supported services (FDT,BBMD)
Detection and tracing of device id conflicts

[bookmark: _Toc5094428][bookmark: _Toc140052150][bookmark: _Toc162427785]Browsing and mapping editor

The mapping editor allows the following features:
Online & offline – Based on EDE files
Display values
Allow for single and multiple writes

[bookmark: _Toc5094605][bookmark: _Toc110409261][bookmark: _Toc162427694]Figure 20 - BACnet : browsing and mapping editor

[bookmark: _Toc5094429][bookmark: _Toc140052151][bookmark: _Toc162427786]“Helpers”: help for diagnostic and commissioning

“Helpers” are built-in tools to help designer for commissioning.
It includes the following features:

Object discovery
Object creation, modification, deletion in devices
Device configuration troubleshooting
Property reading & writing
Data retrieval: event log, trend log, alarms




Figure 21 - BACnet : Helpers



[bookmark: _Toc5094430][bookmark: _Toc140052152][bookmark: _Toc162427787]Smart Generator BACnet

Smart Generator is a tool that allows to import a BACnet configuration and generate the configuration objects in PcVue such as:

Variables
BACnet networks and devices 
BACnet automation objects: notification class, schedules, Trend logs …
Variables mapping to BACnet object properties

Import file supported are:
EDE
IEIEJ



[bookmark: _Toc5094607][bookmark: _Toc110409263][bookmark: _Toc162427696]Figure 22 - BACnet : Smart Generator


[bookmark: _Toc5094431][bookmark: _Toc140052153][bookmark: _Toc162427788]SNMP

PcVue is implemented as SNMP manager and agent.
V1, V2 and V3 are supported.

PcVue supports the following features:

Off line/on line MIB browser
Common MIB files installed
Traps support with enhanced features
Modeling for SNMP networks and devices 
PING management for unmanageable devices
Optimisations and redundancy mechanisms
SNMP agent
[bookmark: _Toc5094608][bookmark: _Toc110409264][bookmark: _Toc162427697]Figure 23 - SNMP : MIB browser



PcVue is designed for the deployment of large network using the following tools:
· [image: Une image contenant texte, capture d’écran, logiciel, Icône d’ordinateur
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[bookmark: _Toc5094609][bookmark: _Toc110409265][bookmark: _Toc162427698]Figure 24 - SNMP : modeling tool

· SNMP devices libraries
PcVue implements optimisations and can manage:
Up to 1000 SNMP devices
Up to 500 SNMP parallel requests
Built-in redundancy mechanismsare also implemented.
[bookmark: _Toc5094432]

[bookmark: _Toc140052154][bookmark: _Toc162427789]IoT – Internet Of Things

[bookmark: _Toc140052155][bookmark: _Toc162427790]PcVue IoT HUB

PcVue has a set of components, functions and services grouped under the name of PcVue IoT HUB allowing to:
- Connect sensors or "objects" through IoT drivers
- Implement and create IoT elements in a project
- Operate and maintain an installation using connected objects by exploiting the data collected
[bookmark: _Toc140052156][bookmark: _Toc162427791]IoT Connectivity

PcVue can connect “IoT” objects independently of manufacturers, on private or operated networks and is compatible with most networks (LoRa, sigfox), operators, protocols (LoRa, sigfox, MQTT,…) and sensors on the market.

PcVue is compatible with many gateways including the “Node-Red” gateways.

PcVue natively integrates the LoRA protocol and the MQTT driver.
[image: Une image contenant texte, capture d’écran, diagramme, Police
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[bookmark: _Toc140052157][bookmark: _Toc162427792]Time-stamped data

In some cases it is necessary to acquire time-stamped data provided by the source (such as equipment) instead of the Supervisor.
PcVue manages the time-stamped data for several drivers that support this mode. 
[bookmark: _Toc481566631][bookmark: _Toc5094433][bookmark: _Toc140052158][bookmark: _Toc162427793]Communication check

Communication control features are built-in in PcVue and a set of status concerning the quality of the exchanges are available. These statuses can be directly exploited through variables of the software real-time database (system variables).
They can therefore be used in all the functions of the supervisor: animations on synoptics, windows of alarms, histories, programs, on call...
In addition to the mechanisms of detection of communication anomalies (timeout of answer or absence of correspondent), PcVue manages natively without programming, a principle of watchdog in relation to the PLC program. Thus, it is possible to detect a possible freezing of PLC processor even if its communication board responds correctly to the communication requests.
Outre sa capacité d’acquisition de données terrain, PcVue est également très ouvert sur les systèmes tiers avec lesquels il est capable de s’interfacer grâce à différents kits de développement et autres standards.
[bookmark: _Toc5094434][bookmark: _Toc140052159][bookmark: _Toc162427794]Interoperability with 3rd party systems
[bookmark: _Toc5094435][bookmark: _Toc140052160][bookmark: _Toc162427795]Data exchange standards
PcVue has standards for interoperability with most software systems for the exchange or provision of data:
[bookmark: _Toc5094436][bookmark: _Toc140052161][bookmark: _Toc162427796]OPC

An OPC client / server interface is available built-in, supporting UA,DA and XML formats.
[bookmark: _Toc5094437][bookmark: _Toc140052162][bookmark: _Toc162427797]SNMP Agent

The optional SNMP Agent Module makes PcVue interoperable via Microsoft Windows SNMP Services. All PcVue variables are then "exposable", making them accessible to an SNMP Manager.This function includes the automatic generation of MIB to expose the OIDs.Thanks to this functionality it is possible, among other things, to monitor the proper functioning of the PcVue application through the IT monitoring tools.
[bookmark: _Toc5094438][bookmark: _Toc140052163][bookmark: _Toc162427798]Files import/export

A tool for importing / exporting text files (csv, XML, ...) allows to integrate in PcVue the data contained in this type of file.
[bookmark: _Toc5094439][bookmark: _Toc140052164][bookmark: _Toc162427799]FTP

It is possible to manage FTP transfers with PcVue, in particular to recover external files available on an FTP server and containing data useful for supervision.
[bookmark: _Toc5094463][bookmark: _Toc140052165][bookmark: _Toc162427800][bookmark: _Toc5094440]Universal Data Connector – ADO.NET

PcVue features a SQL bridge based on ADO.NET allowing to interface with an infinity of data sources thus opening up to DBMS, ERP, MES, CMMS, Big data, RESTservices, social networks, files...

The Universal Data Connector includes the following features:

- Connect cloud or on premises data sources
- Handles all the connection, and redundancy mechanisms
- Support for SQL requests: SELECT, INSERT, UPDATE
- The result of the SQL request shall be map to a variable as for any other driver
- SQL request can be executed on event or cyclically 
- Supported in web and mobile client 
- Support for SCADA BASIC script and SV manager toolkit
- Support for displaying data with a grid

[bookmark: _Toc140052166][bookmark: _Toc162427801]Software Development Kits

In addition to the built-in drivers PcVue, as an open SCADA Solution, offers a range of SDK’s that can help to develop an application and answer specific customer requirements.
It’s important to note that these SDKs all come with PcVue with no extra charge.
[bookmark: _Toc5094441][bookmark: _Toc140052167][bookmark: _Toc162427802]Generic Import Toolkit

Using the PcVue Smart Generator import tool (see Advanced Configuration Environment chapter) a well-constructed XML file can be analyzed to automatically generate a ready-to-use configuration database. This ability may well be of interest to persons wishing to use a descriptive format that is not specific to the PcVue software and which can therefore be read by other, mostly web-oriented, applications.
Why using Import Toolkit ?
· To externally develop PcVue configuration and automatically import it
· For OEM partners who needs to define a bigger configuration database which includes configuration items in addition to the PcVue configuration
[bookmark: _Toc5094442][bookmark: _Toc140052168][bookmark: _Toc162427803]Manager Toolkit

A manager is a part of PcVue. There are many managers like alarm manager, historical manager, real-time database manager. 
The Manager Toolkit enables a programmer to interface with PcVue. This method is very helpful to make links between PcVue and others applications, or to have specific treatments on variables that are not available in PcVue. 
The Manager Toolkit dynamically loads a user’s DLL to invoke specific functions.
Why using the Manager Toolkit?
· To reuse application-components: there are some features that may need to be done outside of PcVue (very specific calculation with advanced algorithm). The treatment can be done in  a third part application by reading data in PcVue using the Manager Toolkit & the result can be calculated & written back to PcVue.
· To connect existing software: the manager toolkit can help to solve interoperability problems by allowing other applications to link their data.


[bookmark: _Toc5094443][bookmark: _Toc140052169][bookmark: _Toc162427804]Protocol Toolkit

The protocol toolkit is useful to develop master/slave protocols which are not implemented in PcVue. Using standard development tools, the protocol compiled as a DLL is easily integrated in PcVue.
CIMWAY, the PcVue communication kernel, provides a development environment in order to develop proprietary protocol. CIMWAY includes a generic interface to get or send data as required by the protocol.  The code of the protocol is written in C++ and linked as a DLL file (Dynamic Link Library) which CIMWAY loads. In CIMWAY, protocols are modules totally independent from each other. If a protocol is added or modified only the protocol's DLL must be rebuilt.
This makes protocol evolution much easier to maintain.
Why using the Protocol Toolkit ?
· To develop a very specific driver integrated in PcVue
· To interface with other software or hardware
[bookmark: _Toc5094444][bookmark: _Toc140052170][bookmark: _Toc162427805]Web Services Toolkit

Web Services allows applications to communicate with each other without consideration of their hardware systems, operating systems and programming languages.
The PcVue WebServices Tool kit is targeted at developers willing to implement a Web Services client taking advantage of the PcVue Web Services Toolkit public interfaces.
The Web Services Toolkit is a set of XML SOAP and REST Web Services accessible over http.
PcVue is a web services server providing the following access:

· Session management
· Real time data access
· Real time alarm access
· Historical data access: Logged events and trends
Why using WebServices Toolkit ?
· To embed data from PcVue in an external Web portal
· To reuse application-components: There are some features that need to be done outside from PcVue (very specific calculation with advanced algorithm). The treatment can be done in a third part application by reading data in PcVue using the WebServices toolkit & the result calculated & written back to PcVue.
· To connect existing software: Web services can help to solve the interoperability problem by allowing different application to share their data. With Web services you can exchange data between different applications and different platforms.

[bookmark: _Toc5094445][bookmark: _Toc140052171][bookmark: _Toc162427806][bookmark: _Toc403731430]Graphical Interface – HMI 

PcVue has a powerful Graphical User Interface which provides everything needed to design and display comprehensive animated graphics of your process. PcVue applications are developed as one or more interactive windows linked together to provide menus, process mimics, status pages etc. Each window can contain ActiveX® Controls, dot NET controls embedded within an ActiveX, images and built-in PcVue drawing elements.
The user-friendly interface as well as the powerful graphics tools makes the design of screens fast and easy. 
Integrated development and run-time environments allow changes to be made on-line without the need to compile or restart.
The same mimic can even be opened in design mode and in run time mode at the same time allowing to the modification done in real-time.

[image: graphical interface 1]
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[bookmark: _Toc5094610][bookmark: _Toc110409266][bookmark: _Toc162427699]   	      Figure 25 - Design and Run-time mode
[bookmark: _Toc5094446][bookmark: _Toc140052172][bookmark: _Toc162427807]Design and animations

PcVue has its own built-in window editor using the latest vector drawing technology for maximum productivity. The comprehensive animation range (more than 60) includes color change, variable filling, visibility, text display, exchange, movement, rotation and sizing. Some animations are not supported on web client or webapp.
Images including animated WMF, EMF, GIF (static, animated), BMP, JPEG, PNG files and AVIs may be imported and animated as well as 2D and 3D DirectX objects from CAD software.
It’s important to note that 3D graphics :
- can be animated in PcVue (they are not static 3D). 
- are not supported on webclient or webapp.

[image: graphical interface 3]

[bookmark: _Toc5094611][bookmark: _Toc110409267][bookmark: _Toc162427700]Figure 26 - Example of a 3D mimic
[bookmark: _Toc411334881]
The drawing property manager enables you to define sets of properties that will be applied when creating or modifying objects and the graphic explorer shows any objects in a mimic at a glance allowing easy access and modifications of objects.

[image: graphical interface 2]

[bookmark: _Toc5094612][bookmark: _Toc110409268][bookmark: _Toc162427701]Figure 27 - Graphical design tools

Thanks to the Object Oriented technology re-usable graphic objects are easily created without the need for special tools. Modification of any object is propagated automatically wherever it is used. User configurable libraries allow you to organize and distribute objects specific to your industry sector.

[bookmark: _Toc5094447][bookmark: _Toc140052173][bookmark: _Toc162427808]Libraries

The PcVue libraries have been designed to facilitate the development of graphic projects using a modular approach. Basic objects are easy to combine and assemble infinitely according to customers’ needs like a puzzle. The delivered pre-defined objects cover the most common usage and are fully customizable. 

[image: libraries 4]


[image: libraries]
[bookmark: _Toc5094613][bookmark: _Toc110409269][bookmark: _Toc162427702]Figure 28 - Example of objects available in the libraries

Images and pre-defined symbols were developed to be close to the needs encountered in the various fields thanks to a thorough study of the application of our partners (pumps, valves, controls, displays ...), specific libraries (Process, BAS / BMS, Electrical Management).

[image: libraries 2]

[bookmark: _Toc5094614][bookmark: _Toc110409270][bookmark: _Toc162427703]Figure 29 - Example of an electrical diagram using the libraries

All of these libraries are developed using modern graphic styles (shadows, 3D ...) without forgetting the functional aspect to ensure the best compromise of development time / graphic rendering.
 
PcVue libraries include thousand pictures in PNG format, hundred animated objects and more than 100 predefined templates containing instantiated variables, alarms, symbols etc. to aid a quick start to your project.

[image: libraries 3]
[bookmark: _Toc5094615][bookmark: _Toc110409271][bookmark: _Toc162427704]Figure 30 - Example of a mimic for BMS designed using the libraries



[bookmark: _Toc5094448][bookmark: _Toc140052174][bookmark: _Toc162427809][bookmark: _Toc411334883]Multi-language HMI platform ready 

PcVue is designed to handle multiple languages. Development menus and dialogs are bilingual. The two languages that are available are chosen, from a list of ten plus, as part of the project configuration . 
Each text of any graphic objects (text strings used in mimics, mimic templates and symbols) can be entered in two languages.
The translation is made easy using the Translation Import/Export tool!
The translation Import/Export Tool allows you to easily export, modify (translate or check the spelling) and import back into the project each text of graphic objects. 
In order to support the widest range of languages, the Import/Export tool supports both ANSI and Unicode encoding.
[bookmark: _Toc5094449][bookmark: _Toc140052175][bookmark: _Toc162427810][bookmark: _Toc411334884]Multi-screen

PcVue provides built-in management of multi-screen displays and video walls. By having multi-screen, an operator can have access to several aspects of the process simultaneously (mimics, alarms, ...). Sharing or comparing data between different parts of a process is much smoother. 
[bookmark: _Toc5094450][bookmark: _Toc140052176][bookmark: _Toc162427811]Run-Time

The HMI of PcVue offers many runtime features that enhances the user experience for monitoring and controlling the process.

[bookmark: _Toc5094451][bookmark: _Toc140052177][bookmark: _Toc162427812]Layers system 
The HMI supports a CAD-like layer system for drawing. Any graphic objects can be allocated to one or more layers. Thus, in run time, the user can easily display or hide graphic objects by enabling or disabling layers on which they are allocated. The layers levels can also be associated with user profiles so the graphic objects are automatically displayed or hidden depending on the current user.
[bookmark: _Toc5094452][bookmark: _Toc140052178][bookmark: _Toc162427813]Zoom

The Standard zoom capabilities are supported (Zoom IN, Zoom OUT, Zoom Area) as well as de-cluttering which hides and displays graphic objects according to zoom level. It’s also possible to define de-cluttering templates which enable the display of layers according to zoom level.
This feature is very useful in run-time in order to automatically reduce the amount of information visible so that the most important information is readily seen.
[bookmark: _Toc5094453][bookmark: _Toc140052179][bookmark: _Toc162427814]The mimic tab control

The mimic tab control is a built-in feature which enables you to define multiple pages in a mimic which, at run time, are selected by tabs in a similar way to some configuration dialogs.
The look and feel of the tab control is inherited from the Windows appearance configuration.
The mimics displayed in a tab have the same properties as regular mimics.

[image: Une image contenant texte, capture d’écran, diagramme, logiciel
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[bookmark: _Toc5094616][bookmark: _Toc110409272][bookmark: _Toc162427705]Figure 31 - Example of a mimic using tabs
[bookmark: _Toc5094454][bookmark: _Toc140052180][bookmark: _Toc162427815]The mimic Navigator

[bookmark: kanchor15]The Mimic Navigator is an alternative method of scrolling a mimic that is larger than its container window - when the mimic has been zoomed for example. It’s a built-in tool available at both design and run-time.

The Mimic Navigator is displayed as a thumbnail of the mimic with a black rectangle representing the current view. The rectangle can be dragged with the cursor changing the view of the mimic as it moves

This feature is very useful to help user to navigate through a very large process such as a building floor or a electrical busbar.
[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc5094617][bookmark: _Toc110409273][bookmark: _Toc162427706]Figure 32 - Example of a mimic using a navigator panel
[bookmark: _Toc5094455][bookmark: _Toc140052181][bookmark: _Toc162427816]Contextual objects for easy access to data

The PcVue HMI implements the concept of contextual object which allows an object inherit contextual data from another object.
For example it’s possible to define a mother/child relationship between two mimics. In this case the child mimic inherits the context from the mother mimic.
This built-in feature, along with the generic object oriented variable tree, allows simple development of contextual popup mimics such as those used to display detailed information.
The same principle can be applied to other objects such as symbols, programs, tooltips,…
[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc5094618][bookmark: _Toc110409274][bookmark: _Toc162427707]Figure 33 - Example of a mimic showing 2 generic pop-up mimic


In the above example, there is a single thermostat detail mimic used with different contextual data depending on the thermostat symbol from which it is opened. Also, the tooltip automatically gets the context of the associated symbol to display the device description.

In addition it’s possible to set up a specific contextual mimic for the Alarm Viewer (see alarms topic for more details)


[bookmark: _Toc5094456][bookmark: _Toc140052182][bookmark: _Toc162427817]The Alarm Viewer

The Alarm Viewer displays a real-time list of alarms and can be embedded in any mimic. Each instance of the Alarm Viewer that you use is individually configurable. 
Each alarm is displayed on a single line in a color reflecting its status and level. The alarm list can be sorted in a number of ways including display priority to the oldest, newest at the top or newest at the bottom.
The information that is displayed for each alarm is configurable and includes the following:
· Alarm variable name, description, domain, nature, and level. 
· Status including inhibited, masked and maintenance modes.
· On, acknowledge and off time stamps in a configurable format.
· The value and type (hihi, high, low, lolo) for alarms produced by from the threshold behavior of a register variable.
· Up to eight configurable extended attributes including the value of other variables.

[image: ]

[bookmark: _Toc5094619][bookmark: _Toc110409275][bookmark: _Toc162427708]Figure 34 - Example of an Alarm viewer

It is also possible to display the timestamp at which an alarm came on, was acknowledged and went off, all on the same alarm line:

[image: Une image contenant texte, capture d’écran, affichage, logiciel
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[bookmark: _Toc5094620]
[bookmark: _Toc110409276][bookmark: _Toc162427709]Figure 35 - Example of an alarm viewer using several timestamps

The alarm viewer can be configured to display a contextual popup open by a click on an alarm, allowing the display of any properties associated with the alarm. Also many contextual actions can be performed including but not limited to:
· Open a specific mimic associated with the alarm
· Add a pre-defined message or write a comment before acknowledgment
· A tracking file associated to the alarm can be open for editing and saved,
· A procedure or a technical note can also be open by the operator (pdf, word, Excel,…)
· In relation to a GIS, display the geographical location of the faulty equipment
· An action towards a third-party software (opening an intervention sheet in a CMMS, opening a hand-held form, etc.)
· ,…
This popup is fully customizable.
[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc5094621][bookmark: _Toc110409277][bookmark: _Toc162427710]Figure 36 - Example of an alarm pop-up

Operator tools

Each Alarm Viewer includes a configurable toolbar from where the operator can display and change the Alarm Viewer filter, acknowledge, inhibit or switch alarms to maintenance mode, and execute an action associated with a particular alarm. (For example opening a mimic related to the alarm origin).
[image: Une image contenant texte, capture d’écran, logiciel, Icône d’ordinateur

Description générée automatiquement]














[bookmark: _Toc5094622][bookmark: _Toc110409278][bookmark: _Toc162427711]Figure 37 - Alarm viewer : customizable toolbar

Alarm filters

The alarms visible in each viewer can be selected at run-time using the optional domain and nature filter. Additional, more complex filters, using any of the alarm variable’s attributes, can be constructed using scripts.

[image: Une image contenant texte, logiciel, Icône d’ordinateur, affichage
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[bookmark: _Toc5094623][bookmark: _Toc110409279][bookmark: _Toc162427712]    Figure 38 - Example of an alarm viewer with filters
[bookmark: _Toc403731419][bookmark: _Toc5094457][bookmark: _Toc140052183][bookmark: _Toc162427818]Trending

 PcVue has built-in components for displaying trends of  real-time data or archived data
Trend viewer for Real-time and Historical Data Trends

· Built-in control that can be embedded in any mimic
· Up to 100 traces per viewer
· Same user interface for both real-time and historical trends which can be displayed simultaneously
· Highly customizable interface 
· Fully customizable legend to display properties, and/or dynamically hide/show  traces, scales, change color, set thresholds display,…in run time 
· An easy to use calendar to search and display a specific period for a trend window. 
· Multiple zoom capability
· A simple wizard to export trend data to Excel at run-time including statistics
· Thresholds display
· …

[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc5094624][bookmark: _Toc110409280][bookmark: _Toc162427713]Figure 39 - Example of a Trend Viewer

Chart Control for Y=f(X) Trends

· Built-in control that can be embedded in any mimic
· Plots data series : values variables (Y-Axis) against one other (X-Axis)
· Up to 8 series each representing a register or a bit
· Draw types : lines, columns, cylinders, points,…
· Graphical features : Legend, zoom, cursor, tooltip ,print, popup on right-click,…
· Reference series (lines, or ranges) for comparison (business oriented series)
· Chart control is not supported on web client and web app
[image: Une image contenant texte, diagramme, capture d’écran, Tracé
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[bookmark: _Toc5094625][bookmark: _Toc110409281][bookmark: _Toc162427714]Figure 40 - Example of Y=f(X) chart

Charts

Supported charts
· Doughnut, 
· Pie,
· Pyramid
Supported Run time features
· Value format,
· Collection,
· Explode,
· Skins,
· Colors,
· Populate,
· 2D/3D,
· Save,
· Print,…
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[bookmark: _Toc5094626][bookmark: _Toc110409282][bookmark: _Toc162427715]Figure 41 - Example of charts

[bookmark: _Toc5094458][bookmark: _Toc140052184][bookmark: _Toc162427819]The Events Log Viewer

A Log Viewer displays data that has been recorded through a particular Log List. The Log List is attached to the Log Viewer when the Log Viewer is configured. The types of data which may be displayed are as follows: 

1. Alarm changes of state. 
0. On and not acknowledged. 
0. On and acknowledged. 
0. Off and not acknowledged. 
0. Off. 
0. Unavailable. 
1. Bit changes of state. 
1. Change to zero. 
1. Change to one. 
1. Change to invalid. 
1. Operator actions. 
2. Commands. 
2. Logon and Logoff. 
2. Alarm acknowledgement. 
2. Alarm masking. 
2. Program start. 
[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia

Description générée automatiquement]The Log Viewer is extremely flexible both in its appearance and operation and has many configurable options.

[bookmark: _Toc5094627][bookmark: _Toc110409283][bookmark: _Toc162427716]Figure 42 - An event viewer 

Summary of the event Log Viewer features: 

· Log Viewers can be embedded in any mimic. 
· Unlimited number of Log Viewers in each project. 
· The size of Log Viewer is configurable from 1 line to the maximum allowed by the screen resolution. 
· Data can be filtered by Domain and Nature and/or by time filter to search for records from a particular time (from date and time and a search direction).
· Optional toolbar and scrollbar. 
· The format of the log lines in the display list is 100% configurable. 
· Comment modification - the User is allowed to add a comment of up to 40 characters to each log entry. 
· Sort modification - the User can change the sort column and direction. 
· Can be configured so that the newest logs appear at the bottom or the top.
· Can be accessed by SCADA BASIC and VBA to customize features. 
· Can have a context mimic. 


[bookmark: _Toc5094459][bookmark: _Toc140052185][bookmark: _Toc162427820]Controls

PcVue provides built-in controls for selecting data in different ways.These controls can be set by a simple configuration and/or with scripts. 
Supported in web or mobile clients.
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[bookmark: _Toc5094628][bookmark: _Toc110409284][bookmark: _Toc162427717][bookmark: _Toc411334891]Figure 43 - The built-in controls

[bookmark: _Toc5094460][bookmark: _Toc140052186][bookmark: _Toc162427821]GEO Map Control

The PcVue map control is a built-in PcVue component client for a GIS mapping service which:

· Displays an interactive map provided by map providers. Online & offline both supported
· Allows an easy map manipulation with integrated functions such as panning and zooming
· Displays overlays with custom dynamic objects (Markers) including PcVue animated symbols 
· Supported on web or mobile clients

[image: Une image contenant texte, capture d’écran, logiciel, carte
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[bookmark: _Toc5094629][bookmark: _Toc110409285][bookmark: _Toc162427718]Figure 44 - Mimic embedding a Map Control
Geographical data sources

GEO Map control retrieves 2 types data:
- The backgrounds of cards in the form of tiles
Tiles can be retrieved by queries from a map provider or from a database
- Points of interest

These can be retrieved by reading a GPX file or dynamically by external web services.
GEO map control is based on the GMap.net engine and supports Web Feature Service (WFS) and Web Map Service (WMS).
The following table shows a list of external card providers supported by GEO Map control – This list may changes. Other card providers (possibly dynamic or internal) can be implemented on demand.
	
	Name
	Guid
	DbID

	ESRI  ArcGIS
	©2013 ESRI - Map data ©2013 ArcGIS

	
	ArcGIS_Imagery_World_2D_Map
	ff7addad-f155-41db-bc42-cc6fd97c8b9d
	2013713480

	
	ArcGIS_ShadedRelief_World_2D_Map
	a8995fa4-d9d8-415b-87d0-51a7e53a90d4
	331635354

	
	ArcGIS_Topo_US_2D_Map
	7652cc72-5c92-40f5-b572-b8feaa728f6d
	1717823861

	
	ArcGIS_World_Physical_Map
	0c0e73e3-5ea6-4f08-901c-ae85bcb1bfc8
	966328060

	
	ArcGIS_World_Shaded_Relief_Map
	2e821fef-8ea1-458a-bc82-4f699f4dee79
	548500796

	
	ArcGIS_World_Street_Map
	e1facdf6-e535-4d69-a49f-12b623a467a9
	147401035

	
	ArcGIS_World_Terrain_Base_Map
	927f175b-5200-4d95-a99b-1c87c93099da
	33405937

	
	ArcGIS_World_Topo_Map
	e0354a49-7447-4c9a-814f-a68565ed834b
	1296763954

	Bing
	http://www.bing.com/maps/ 
©2013 Microsoft Corporation, ©2013 NAVTEQ, ©2013 Image courtesy of NASA

	
	BingMap
	d0ceb371-f10a-4e12-a2c1-df617d6674a8
	2144088369

	
	BingSatelliteMap
	3ac742dd-966b-4cfb-b67d-33e7f82f2d37
	783085212

	
	BingHybridMap
	94e2fcb4-caac-45ea-a1f9-8147c4b14970
	1949545009

	Wiki
	http://wikimapia.org/ 
© WikiMapia.org - Map data ©2013 WikiMapia

	
	WikiMapiaMap
	7974022b-1aa6-41f1-8d01-f49940e4b48c
	1876805230

	OpenStreetMap
	http://www.openstreetmap.org/ 
© MapQuest - Map data ©2013 MapQuest, OpenStreetMap

	
	OpenStreetMapQuestSattelite
	e590d3b1-37f4-442b-9395-adb035627f67
	883468586

	
	OpenStreetMapQuestHybrid
	95e05027-f846-4429-ab7a-9445abeefa2a
	1276062033

	
	OpenStreetMapQuest
	d0a12840-973a-448b-b9c2-89b8a07dff0f
	63558647

	
	http://www.opencyclemap.org/ 
© OpenStreetMap - Map data ©2013 OpenStreetMap

	
	OpenCycleTransportMap
	af66df88-ad25-43a9-8f82-56fca49a748a
	1675354978

	
	OpenCycleLandscapeMap
	bdbaa939-6597-4d87-8f4f-261c49e35f56
	1581784214

	
	OpenCycleMap
	d7e1826e-ee1e-4441-9f15-7c2de0fe0b0a
	1404362775

	
	http://openseamap.org/ 
© OpenStreetMap - Map data ©2013 OpenStreetMap

	
	OpenSeaMapHybrid
	faacde73-4b90-4ae6-bb4a-ade4f3545592
	1134614052

	
	http://www.openstreetmap.org/ 
© OpenStreetMap - Map data ©2013 OpenStreetMap

	
	OpenStreetMap
	0521335c-92ec-47a8-98a5-6fd333dda9c0
	1492776782

	Yandex
	http://maps.yandex.com/

	
	YandexMap
	82dc969d-0491-40f3-8c21-4d90b67f47eb
	2056733135

	
	YandexHybridMap
	78a3830f-5ee3-432c-a32e-91b7af6bbcb9
	1435206852

	
	YandexSatelliteMap
	2d4ce763-0f91-40b2-a511-13ef428237ad
	431368446

	OVI Nokia
	http://maps.ovi.com/ 
©2013 OVI Nokia - Map data ©2013 NAVTEQ, Imagery ©2013 DigitalGlobe

	
	OviHybridMap
	b85a8fd2-40f4-40ee-9b45-491aa45d86c1
	1548269087

	
	OviTerrainMap
	7267339c-445e-4e61-b8b8-82d0b7aaacc5
	957412045

	
	OviSatelliteMap
	6696ce12-7694-4073-bc48-79ee849f2563
	1557910217

	
	OviMap
	30dc1083-ac4d-4471-a232-d8a67ac9373a
	1651677878

	Google
	http://maps.google.com/ 
©2013 Google - Map data ©2013 Tele Atlas, Imagery ©2013 TerraMetrics

	
	GoogleTerrainMap
	a42edf2e-63c5-4967-9dbf-4efb3af7bc11
	1222160303

	
	GoogleHybridMap
	b076c255-6d12-4466-aae0-4a73d20a7e6a
	395208045

	
	GoogleSatelliteMap
	9cb89d76-67e9-47cf-8137-b9ee9fc46388
	253259331

	
	GoogleMap
	d7287da0-a7ff-405f-8166-b6baf26d066c
	1407893838

	
	http://ditu.google.cn/ 
©2013 Google - Map data ©2013 Tele Atlas, Imagery ©2013 TerraMetrics

	
	GoogleChinaTerrainMap
	831ec3cc-b044-4097-b4b7-fc9d9f6d2cfc
	370833361

	
	GoogleChinaHybridMap
	b8a2a78d-1c49-45d0-8f03-9b95c83116b7
	1024577166

	
	GoogleChinaSatelliteMap
	543009ac-3379-4893-b580-dbe6372b1753
	47626774

	
	GoogleChinaMap
	1213f763-64ee-4ab6-a14a-d84d6bcc3426
	1818940751

	Yahoo! Inc.
	http://maps.yahoo.com/ 
© Yahoo! Inc. - Map data & Imagery ©2013 NAVTEQ

	
	YahooHybridMap
	a084e0db-f9a6-45c1-bc2f-791e1f4e958e
	90900415

	
	YahooSatelliteMap
	55d71878-913f-4320-b5b6-b4167a3f148f
	921433430

	
	YahooMap
	65db032c-6869-49b0-a7fc-3ae41a26af4d
	729174836

	Other
	Others

	
	Empty map
	00000000-0000-0000-0000-000000000000
	2096245217


Markers

· Turn any PcVue symbol into a marker on a map 
· Basic markers, such as shapes, images or texts
· Display/control of variables value or attributes
· Popup and mimic open on markers
· Markers and layers are stored in a standard GPX file loaded and rendered by the map control

[image: Une image contenant texte, carte, capture d’écran, logiciel
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[bookmark: _Toc5094630][bookmark: _Toc110409286][bookmark: _Toc162427719]Figure 45 - Markers displayed on a Map Control
GEO Map Control tools

PcVue is delivered with tools to easily generate map and associated markers

The Map Markers Editor, to create and to edit GPX files:

[image: Une image contenant texte, capture d’écran, carte
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[bookmark: _Toc5094631][bookmark: _Toc110409287][bookmark: _Toc162427720]Figure 46 - The marker editor

The Map Cache Creator :
· Retrieves map data online
· Prepares the map cache for offline run-time use

[image: Une image contenant texte, carte, capture d’écran, logiciel
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[bookmark: _Toc5094632][bookmark: _Toc110409288][bookmark: _Toc162427721]Figure 47 - The map cache creator


[bookmark: _Toc5094461][bookmark: _Toc140052187][bookmark: _Toc162427822]Keyboard configuration

The action produced by many of the non-QWERTY keyboard keys may be programmed by the developer. In this ways keys may be allocated to perform commonly used operations such as displaying a particular window. This is particularly useful if, in run time, the host PC has to operate without a mouse. 
The keyboard may be configured either using the Function Key settings interface.
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[bookmark: _Toc5094633][bookmark: _Toc110409289][bookmark: _Toc162427722]    Figure 48 – Key parameters

A key action may be one of three types. 
• Standard action. An internal action such as to display the on-line Help or show the Configuration Menu. 
• Execute a function. A function from a SCADA BASIC program may be executed. The possibilities in this case are endless, but a typical use would be to open a window. 
• Send an animation. Reproduce the action of an operator clicking on a Send type animation in a window. 

There are over 30 keys which are user configurable. Most of these keys can be given more than one action by using them in conjunction with the shift and control keys. In addition an action may be triggered when a key is pressed and when it is released. The function of some of the keys is pre-defined by the Supervisor when it starts. These are known as the Standard Actions. 
The detail can be found in the online help.

[bookmark: _Toc105771529][bookmark: _Toc140052188][bookmark: _Toc162427823][bookmark: _Hlk108600396][bookmark: _Toc5094462]BIM operations

PcVue allows designing a PcVue BIM-based project for BIM-driven building and facility management system.
It supports for BIM operations features such as a BIM animated 3D viewer.
BIM animated 3D viewer

The BIM animated 3D viewer is a built-in PcVue control allowing visualizing the BIM geometric model. It supports the following features:

· Animated BIM 3D viewer based on IFC files
· Displaying a 3D model and navigate in 3D space
· Animating objects according to PcVue variables, using animations or scripts 
· Advanced animations features: presets, color, zoom, callbacks,...
· Automatic navigation in the model on an alarm raise
· Accessing properties of every object in the model
· Support for .xbim files 

BIM configuration

The BIM control can be configured with no code.
It includes the following features:
· Browse in the model
· Create groups of objects
· Select animations on objects or groups



 
[image: Une image contenant texte, capture d’écran, affichage, Police
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[bookmark: _Toc110409290][bookmark: _Toc162427723]Figure 49 – BIM viewer configuration



BIM run-time
Animations
· Colorize an object with plain or blinking colors
· Zoom on an object 
· Show or hide an object 
· Add a callback on an object, to open a mimic or execute a program  
Presets
Presets are a camera position and a cut plan position that can be saved and called back at runtime
     

[bookmark: _Toc110409291][bookmark: _Toc162427724]Figure 50 – BIM viewer run-time


[bookmark: _Toc140052189][bookmark: _Toc162427824]Video Integration 

PcVue makes it possible to integrate video equipment and to restore video streams in mimics via native ONVIF interface.

ONVIF

Video equipments compatible with profile S of the ONVIF standard are supported. They can be integrated into a PcVue project, and have the following characteristics and functions:	

· ONVIF Profile S
· For IP-based video systems
· Video streaming and configuration
· Control of cameras
· PTZ control
· Audio-in
· Multicast
· Guard tour
· Rounds of camera presets in sequence
·  Presets
· Predefined Camera position + Zoom level
· Load & save presets
· Go to preset
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[bookmark: _Toc110409292][bookmark: _Toc162427725]Figure 51 – ONVIF Video equipements - configuration


[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]








[image: Graphical user interface, text, application

Description automatically generated]














[bookmark: _Toc110409293][bookmark: _Toc162427726]Figure 52 – ONVIF video equipements  - Run-Time



 RSTP flow

PcVue integrates a native video player allowing the control of video streams and live broadcasting.


[bookmark: _Toc110409294][bookmark: _Toc162427727]Figure 53 – Built-in RSTP flow player



[bookmark: _Toc140052190][bookmark: _Toc162427825][bookmark: _Hlk110351752]Instant messaging

PcVue comes with a messaging control that allows a user to communicate, by sending and receiving text messages, to one or more other users on another PcVue station and / or one of the mobile applications.
Instant messaging uses a conversation known as a chat (or chat room) that are created, and owned, by a specific user. Once a chat has been created, the owner can invite other users and change user permissions. 
The instant messaging control includes but it is not limited to the following features:
· One or several instances of a messaging control can be inserted in any mimic
· Several chat can be created with different members
· Several chat user access levels giving permissions
· Several medias can be sent
· Text 
· Record voice 
· Attached file
[image: A screenshot of a computer
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[bookmark: _Toc110409295][bookmark: _Toc162427728]Figure 54 – Mimic with instant messaging control


[bookmark: _Toc140052191][bookmark: _Toc162427826]Data processing
[bookmark: _Toc403731417][bookmark: _Toc5094464][bookmark: _Toc140052192][bookmark: _Toc162427827]Archiving 

Recording a history of process data is essential to many SCADA applications for many reasons: fault diagnosis, quality assurance, regulatory compliance, analysis of process trends, fiscal demands etc. It is a standard feature of PcVue with no additional components required or extra costs involved.

PcVue uses a data archiving engine to record values (events, trends) using various mechanisms and formats: 
· Data recorded in a proprietary manner to a text file                                              
· Data recorded to a DBMS such as SQL Server using a built-in component (Historical Data Server). 
· Data recorded to a DBMS using an ODBC connector                                                                 
· Data recorded in a specific format allowing to replay the recorded data through mimics

You can choose the one (or more) method best suited to your application during configuration.

In addition, PcVue has built-in multi-station and redundancy mechanisms for archives.



[bookmark: _Toc5094465][bookmark: _Toc140052193][bookmark: _Toc162427828]SQLServer archiving using Historical Data Server (HDS) 

Many systems need to record data in a DBMS to centralize data used by several third-party software.
The HDS records in an industry standard database. The database can be located anywhere that the PC hosting PcVue has permanent access. Connection to the database utilizes Microsoft’s ADO technology. Qualified databases include SQL Server and Access. Microsoft's freely distributable SQL Express is delivered with PcVue. The recording capacity is limited only by the selected database and the performance of the host PC.
As well as making Microsoft SQL Server available to handle historical data in database format, PcVue offers a tool called DBImport which enables you to import data for the HDS tables from CSV formatted files. The recording of third party data in PcVue’s relational database assists the centralization and exploitation of data. The Reporting Services tool included with SQL Server allows you to organize the data and to publish it in a wide range of formats: PDF, XLSX, HTML etc.
HDS features
 
· Records in an industry standard database 
· Easy access to data by 3rd party applications 
· Qualified with Access and SQL server 
· Capacity limited only by selected database 
· Includes a scheduler to run database maintenance tasks 
· System variables to provide status information for each database used 

[bookmark: _Toc5094466][bookmark: _Toc140052194][bookmark: _Toc162427829]Event log and Sequence Of Events (SOE)

PcVue features Sequence of Events recording for events including alarm status, user actions, and value change.

In the data archiving engine one or more Log Lists, which filter the events to be recorded, are defined. These events are recorded in an archive unit (proprietary files, or DBMS) .The record of an event can be done with time stamps of 1 ms resolution.
Recorded events can be displayed using a Log Viewer.

[bookmark: _Toc403731418][bookmark: _Toc5094467][bookmark: _Toc140052195][bookmark: _Toc162427830]
VCR Replay feature

For security reasons operators shall be able to replay. The VCR replay feature shall enable to record changes in value (events) of variables on one Supervisor station and to play them back through mimics on another. 
Main VCR features shall be :
· Replay mimics at a different rate to the events, associated with a set of variables
· Facility for data recording for several weeks
· Replay information event by event to analyze incident sequences

VCR replay feature is not supported on web or mobile clients.
[bookmark: _Toc5094468][bookmark: _Toc140052196][bookmark: _Toc162427831]Data processing and Reporting


	PcVue offers all the necessary tools for data exchange,  extraction, stats and reporting to cover your information needs.
PcVue records real-time data to a SQLServer database with its built-in Historical Data Server. 
Pcvue can also connect any ADO.net based data source for exchanging data. Using the Universal Data Connector. 
PcVue viewers can be used to display logged events and alarms, and historical trends, for short term analysis.
	


	For long term analysis, comparisons, statistics and regulatory compliance, detailed Excel reports are often required. The built-in Data Export of PcVue is able to export statistical data from the archives to an Excel or csv format file.
	


	For advanced reporting, features including data retrieval, graphic report design, advanced report generation and publication features, with a user friendly no-scripts interface, PcVue offers a built-in connection to the reporting software Dream Report.
	


	In addition, for maximum flexibility and high-level of customization the reporting platform SQLServer Reporting Services (SSRS) can be used with PcVue.
	[image: http://3.bp.blogspot.com/-NeLHn0zgcZw/U7ajRNLY2_I/AAAAAAAAAro/eWUWeTjFsdk/s1600/logo-reporting-services.png]


[bookmark: _Toc5094469][bookmark: _Toc140052197][bookmark: _Toc162427832]Data Export – Data Statistics from PcVue to Microsoft Excel®

Users want to visualize and analyze PcVue data using the familiar features available in Microsoft’s Office® suite of applications, including Microsoft® Excel®.  Analytics must be reliable, secure and able to calculate Key Performance Indicators.
Thanks to the PcVue built-in Data Export features, users with little or no development experience are able to configure and deploy analytics. The Data Export features combined with Microsoft technologies provide powerful new ways for PcVue users to build sophisticated data exportation.
Principles

Extract Export data tracked according to criteria defined by the user (dates, event types, properties of the variables...). Setting up Data export, assessments, and data is directly realized from PcVue®. Ergonomics allows global visualization of the different elements that constitute the balance sheets. Data Export can automate extraction and export tasks to Excel® from the archives of a set of variables.
Statistics page 

Data Export allows to perform statistical calculations on the data. It calculates different indicators from archived data in the proprietary archives and/or PcVue® database.

• Number of occurrences of State
• Number of occurrences of alarm 
• Duration of State 
• Duration of alarm
• Sum
• Average
• Minimum
• Maximum
• Standard deviation
• …

Formatting of statements 

Data Export allows different modes of data extraction to balance sheets. 

• Extraction of raw data

In this mode of operation, Data Export populates the worksheet with values and timestamps stored in storage units. Data Export produces an assessment that the number of samples depends on the number of changes values recorded by PcVue®. 

• Retrieving data with sampling

In this mode of operation, Data Export populates the worksheet with values according to the second in several months configurable sampling rate. Thus, the balance sheet will always contain the same number of values for a given period.
• Retrieving data with sampling and synchronization

In this mode of operation, in addition to sampling, Data Export determines when each sample is taken. Synchronization allows selecting the values of various data to specific common stamps.

Balance sheets generated by Data Export are directly exploitable under Excel® without the need to install Excel on the computer. For custom formatting of balance sheets, workbooks models can be defined. These models will be powered by Data Export during the generation of balance sheets. This approach allows to have full power of Excel® to present the data through different tabs, charts and tables.

Generation of assessments 

Data Export allows the generation mode RunTime, automatically and manual assessments. Automatic generation This generation mode allows to get balance sheets at the onset of an event in oversight (evolution of a State, an alarm, a tendency, planning,...). Generated assessments may use either: 
• The default settings for balance sheets 
• Specific timestamps start and end
• A reference time and a specific time period
[bookmark: _Toc5094470][bookmark: _Toc140052198][bookmark: _Toc162427833]Dream Report

For advanced reporting needs, PcVue offers an integrated connection to the Dream Report® reporting software.
Dream Report® allows you to acquire data from a variety of sources, set up reports through an intuitive programming-free interface, and manually or automatically generate reports in a variety of formats and media, including a web portal.

[image: ]
Reporting design platform
- Intuitive environment based on pre-defined animations - without programming
- Built-in calculation functions
- Built-in statistics objects
- Report templates for various trades (Buildings, industry, water, pharmaceutical, ...)
- Widgets, tables
Runtime engine
- Run as a service or application
- Local or remote connection
- Password protection
- Command line reporting
- Dynamic report generation
- Support for embedded in Active X and .net
Security
- Integrated user management
- Active Directory Support
- Version Management
- Complies with the requirements 21cfr11
Web Portal
- Access existing reports and generate new reports
- Creation of zones of seizures: choice of dates, texts, lists of data, ...[image: Une image contenant texte, capture d’écran, diagramme
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[bookmark: _Toc5094471][bookmark: _Toc140052199][bookmark: _Toc162427834]SQL Server Reporting Services (SSRS)
SQL Server Reporting Services (SSRS) is a server-based report generation software system from Microsoft. It is part of suite of Microsoft SQL Server services. SSRS enables users to quickly and easily generate reports from Microsoft SQL Server databases.
SSRS provides a full range of services and tools ready to use to create, deploy, and manage reports. They are fully integrated with SQL Server tools and components.
SSRS can be executed (or solicited) directly in a browser from a Microsoft Office application or even from a third-party application like PcVue.

SSRS reports integrate seamlessly within a PcVue application, with the ability to display them in mimic and filter the data displayed (see examples below).

SSRS offers among others the following features:

- Catalog Management for access to data stored in SQL Server

- A report generator that allows:
-The identification of the data sources (including non-Microsoft databases like Oracle)
- Querying data through SQL queries, programming languages C #, ...
- The output file format and the publication of media (email, ...)
- The creation and publication of reports

[bookmark: _Toc439770210][bookmark: _Toc439770208]Reports type :

- Interactive,
- Tabular,
- Graphic
- Free from XML data sources, relational and multidimensional

Examples of balances energy consumption designed with SSRS and embedded into PcVue

One of the common applications of the use of SSRS reports within PcVue is displaying energy consumption of a building.
The following examples show different views of reports generated by SSRS and integrated into a PcVue mimic. The data comes from a database in which are recorded the building consumption values. Integration with PcVue can easily apply filters to display data of SSRS reports based on areas for example. 
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[bookmark: _Toc5094634][bookmark: _Toc110409296][bookmark: _Toc162427729]Figure 55 – Mimic showing the time distribution and geographical electrical consumption of heating for several floors 

[bookmark: _Toc439838429][bookmark: _Toc439838790][image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc5094635][bookmark: _Toc110409297][bookmark: _Toc162427730]Figure 56 - Total balance electrical consumption of the building compared to floor 1
Example of Time Diagram and Distribution of Production Machines States

Using SSRS reports is particularly suited to visualize the production machines states.
From the real-time values reported by the machines, and archived in a SQL Server database by PcVue, it is possible to visualize in PcVue of status reports generated by SSRS like those shown below.

[image: Une image contenant texte, capture d’écran, diagramme, Tracé
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· Stopped
· Running










[bookmark: _Toc5094636][bookmark: _Toc110409298][bookmark: _Toc162427731]  Figure 57 – Machine working time report

[image: Une image contenant texte, capture d’écran, diagramme, Caractère coloré

Description générée automatiquement]Machines states 
· Working
· Changing of tool
· Probing
· Break
· Out of order




                                                    





[bookmark: _Toc5094637][bookmark: _Toc110409299][bookmark: _Toc162427732]Figure 58 – Machine states report
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· Mechanical failure
· Hydraulic failure
· Electrical failure
· CN failure
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[bookmark: _Toc5094638][bookmark: _Toc110409300][bookmark: _Toc162427733]   									Figure 59 – Failures report 
[bookmark: _Toc5094472][bookmark: _Toc140052200][bookmark: _Toc162427835][bookmark: _Toc411334897][bookmark: _Toc403731420]On Call management

PcVue offers built-in features for on call management, and can also connect to third party products for advanced on call management.
[bookmark: _Toc5094473][bookmark: _Toc140052201][bookmark: _Toc162427836]SMS et Emails

The broadcast of events notifications such as alarms, or real time data from the process is possible using SMS or Email directly sent from PcVue.

· Built-in device configuration
· Priority levels definition
· Possibility to define message templates including static or dynamic parameters  as well as substitution characters associated with the context (value of a tag at the time  of  the message delivery)
· Automatic delivery of messages on alarm, event or any action
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[bookmark: _Toc5094639][bookmark: _Toc110409301][bookmark: _Toc162427734]Figure 60 - Message profile
[bookmark: _Toc5094474][bookmark: _Toc140052202][bookmark: _Toc162427837]Advanced On Call Management
[image: Alert]
As a part of the PcVue Solutions suite, Alert™ easily connects with PcVue through a dedicated interface (Mediator) as well as with other industrial SCADA systems, using DDE or the OPC protocol. 

Alert™ issues information through various media:

• Telephone (landline or mobile): operators are called by telephone, listen to alarms and acknowledge them through the integrated voice server.
• Short messages (SMS) to alert operators working offsite via mobile phone or pager.
• Dedicated paging systems to quickly alert maintenance operators working on site.
• Fax, teleprinter and email to receive written reports of the alarms detected and their contexts.
• Internet browser or WAP-enabled mobile phone.
The calls are also logged by Alert™, together with the operators’ acknowledgements of them. Each acknowledgement of an alarm is automatically forwarded to PcVue.
[bookmark: _Toc5094475][bookmark: _Toc140052203][bookmark: _Toc162427838]Scheduling 

The scheduler engine included in PcVue allows you to automatically send commands and recipes, and to execute programs, according to a schedule. One or more fully configurable tasks can be assigned to a certain time on a certain day while exception periods for special days and other calendar events can be taken into account. Tasks can also appear in a recurrent scheme. Depending on the user-rights the parameters of a task could be modified during runtime.
[bookmark: _Toc5094476][bookmark: _Toc140052204][bookmark: _Toc162427839]WebScheduler

The WebScheduler is a tool delivered with PcVue that allows visualizing, and controlling all the tasks and events scheduled and stored in the system, from any device that is able to run a web-browser.
It gives the possibility to plan process-cycles, recipes and program routines over the Inter/Intranet and it allows you to integrate completely new, even more dynamic scheduling scenarios.
It’s also a HMI for BACnet calendar objects.

The WebScheduler can also be included in any PcVue mimic by using a web browser ActiveX®. 

The WebScheduler is designed not only for maintenance team but also for any users with a handy interface.




[bookmark: _Toc5094640][bookmark: _Toc110409302][bookmark: _Toc162427735]Figure 61 – Webscheduler
[bookmark: _Toc5094477][bookmark: _Toc140052205][bookmark: _Toc162427840][bookmark: _Hlk110407099]Recipes

PcVue features a recipes management.
A Recipe is a list of variables each with a desired value. When a Recipe is sent the values are copied into the corresponding variables in the variables tree. 
The most common use of Recipes is in a batch process where a production plant is being used to produce batches of different products. The instructions to the control device on how a product is to be made is sent to it as a list of values from a supervisory computer. The list is known as a Recipe. Recipes can also be used in conjunction with the Scheduler for simple time based control, such as that required in a building management system. 
Recipes are normally created by the developer using the Recipes command on the sub-menu Configure.Station. When each recipe is created it is given a unique numeric reference and title to identify it when sending it or displaying its configuration. Recipes can optionally be allocated to a group known as a family, which can be then used as a criteria when selecting a recipe for modification or sending. 
Recipes can also be created at run-time if the user has the necessary access rights. 
	In addition Recipes can be created from files downloaded by a host computer, or to provide other special options.Access to recipes is controlled by a user's access rights. A user can be given rights to change, send or create recipes. 



[bookmark: _Toc5094417][bookmark: _Toc140052206][bookmark: _Toc162427841][bookmark: _Toc5094478]Expressions

PcVue has an expression engine for calculating a value using one or more operators (logical or mathematical functions) and variables.
Expressions are calculated automatically when the value of any element changes. 
Expressions can be configured in various ways:
- Entering an expression directly in an animation
- Definition of expression model
- Definition of variables whose value is the result of an expression

Examples of expressions:
Motor01.Stop & Motor01.Start | Motor01.Fault
(Valve.Flow01+ Valve.Flow02) / 100
Tank01.Temp & 65520 (mask the first 4 states of value)
EXP (LOG (Valve.Pressure.Value) / 2) (Calculates the square root)


[bookmark: _Toc140052207][bookmark: _Toc162427842][bookmark: _Hlk110407524]Events actions 
PcVue features event action that can run the following :
· send a message via an e-mail
· send a message via a short message service (text/texto/SMS/TMS - here called SMS)
· a script (SCADA Basic program)
Event actions includes the following properties :
· Event actions are attached to a variable and are triggered when the value of the variable changes. The trigger condition is defined by a configurable expression, for example, when a register exceeds a pre-defined value. Events may be triggered on Bit, Alarm, Register or Text variables. For Bits and Alarms, the expression may include one or more conditions, for Registers and Text variables, only one condition is allowed
· Any number of events may be attached to each variable with a maximum total of 32000
· Event actions may also be configured using a script. These are known as temporary actions as they can be created and deleted under program control.
[image: Graphical user interface, text, application, email
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[bookmark: _Toc110409303][bookmark: _Toc162427736]Figure 62 – Event action settings


[bookmark: _Toc140052208][bookmark: _Toc162427843]Cyclics actions

PcVue features a Cyclic action mechanism. A cyclic action repeatedly runs a SCADA Basic program at a configurable period. Up to 512 Cyclic actions may be configured. The minimum period is 1 second. Cyclic actions are different to Scheduler actions where an action is triggered at a specific time. 
[image: Une image contenant texte, capture d’écran, affichage, logiciel
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[bookmark: _Toc5094641][bookmark: _Toc110409304][bookmark: _Toc162427737]Figure 63 – Cyclic action settings
[bookmark: _Toc439770190][bookmark: _Toc5094479][bookmark: _Toc140052209][bookmark: _Toc162427844]Scripts Editors
[bookmark: _Toc439770191]PcVue offers many tools to perform the best SCADA application without any programming knowledge. However, for maximum flexibility PcVue also includes two comprehensive scripting languages the SCADA Basic and the Microsoft™ VBA Scripting.
[bookmark: _Toc5094480][bookmark: _Toc140052210][bookmark: _Toc162427845] SCADA Basic
SCADA Basic functions are able to manage all the PcVue functionalities (HMI, drivers, alarms, historical data, user rights…) allowing you to interact programmatically with most of PcVue features using a high level scripting language. The syntax is very similar to several high level languages making the transition easy for anyone with any programming experience.
A powerful editor is available with syntax highlighting, auto-completion and code snippet insertion. To ease your development contextual help for the language is provided and code snippets can automate insertion of frequently used pieces of code.
[image: Une image contenant texte, Appareils électroniques, capture d’écran, logiciel
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[bookmark: _Toc439838442][bookmark: _Toc439838803][bookmark: _Toc5094642][bookmark: _Toc110409305][bookmark: _Toc162427738]            Figure 64 - SCADA BASIC Script Editor
[bookmark: _Toc439770192][bookmark: _Toc5094481][bookmark: _Toc140052211][bookmark: _Toc162427846]Microsoft™ VBA Script Editor
The Microsoft™ VBA Scripting, which can interact with PcVue Trends, alarms, mimics etc. Microsoft™ Visual Basic as an integral part of PcVue provides programmatic access to the properties, methods and events of all built-in drawing elements, the project environment, variables and any ActiveX® components used in the project. Using VBA you can adapt PcVue to the special needs of the user and easily integrate third party software such as spread-sheets, databases and reporting tools.

[bookmark: _Toc439838443][bookmark: _Toc439838804][image: script 2]        



















[bookmark: _Toc5094643][bookmark: _Toc110409306][bookmark: _Toc162427739] Figure 65 – VBA Script Editor


[bookmark: _Toc5094482][bookmark: _Toc140052212][bookmark: _Toc162427847]Architectures & deployment
[bookmark: _Toc5094483][bookmark: _Toc140052213][bookmark: _Toc162427848][bookmark: _Toc411334898]Supported platforms
[bookmark: _Toc5094484][bookmark: _Toc140052214][bookmark: _Toc162427849]Ressource requirements

For more information about resources required for your architecture please see the document « PcVueSolutions Resources EN.pdf ».
[bookmark: _Toc5094485][bookmark: _Toc140052215][bookmark: _Toc162427850]Operating Systems

ARC Informatique has been a Microsoft Certified Partner for many years and has built PcVue Solutions on the Microsoft platform.

The lastest PcVue version runs on the following OS:

· Client stations: Windows® 7 (SP1), 8.1 & 10

· Server stations: Windows Server® 2008 R2 (SP1), 2012 & 2012 R2,2016,2019

· PcVue is developed using the Visual Studio .NET Integrated Development Environment.

· PcVue Historical Database is supports the latest versions of Microsoft® SQL Server™ :

· Microsoft® SQL Server™ 2008 R2, 2012, 2014, 2014 SP1, 2016, 2017
All operational versions of Windows Server shall be installed with Desktop Experience installation option.
For all operational versions of Windows 7, Windows 8.1, Windows 10 and Windows Server 2008, only the x64 processor architecture is supported.
For all platforms, it is recommend that you apply any critical updates available from the Windows Update website to ensure the best compatibility and security. Installation of the latest Windows Service Pack may be required on some operating systems.
For any other Microsoft® operating system, please contact your Technical Support
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The following matrix contains the operating systems compatibility for PcVue
	Operating Systems
	Supported and operational
	Operational but may have limitations in use
	Not Supported

	Windows 7 with SP1 - Professional, Enterprise and Ultimate Editions
	x
	
	

	Windows 8.1 - Professional and Enterprise Editions
	x
	
	

	Windows 10 v1607 or later - Professional and Enterprise Editions
	x
	
	

	Windows Server 2008 R2 with SP1 - Web, Standard, Enterprise and Datacenter Editions
	x
	
	

	Windows Server 2012 - Foundation, Essentials, Standard and Datacenter Editions
	x
	
	

	Windows Server 2012 R2 - Foundation, Essentials, Standard and Datacenter Editions
	x
	
	

	Windows Server 2016 -  Foundation, Essentials, Standard and Datacenter Editions
	x
	
	

	Windows Server 2019 -  Foundation, Essentials, Standard and Datacenter Editions
	x
	
	

	Windows Server for Embedded Systems and all other Embedded systems
	
	x
	

	Any operating systems hosted in a system virtual machine such as Microsoft® Windows Virtual PC, Windows XP Mode, Hyper-V, VMWare®...
	
	x
	

	Windows 10 IoT Enterprise LTSB 2016 or later
	
	x
	

	All other versions of Windows 7, Windows 8.1 and Windows 10 - In particular Windows 10 version 1507 (RTM) and 1511 (Nov 2015 update)
	
	
	x

	Windows RT
	
	
	x

	Windows 10 IoT Core, Windows Embedded Compact 7 and 2013
	
	
	x

	Windows Server installation in Nano Server or Server Core mode
	
	
	x



[bookmark: _Toc5094644][bookmark: _Toc110409307][bookmark: _Toc162427740]Figure 66 - Supported operating systems matrix

[bookmark: _Toc5094486][bookmark: _Toc140052216][bookmark: _Toc162427851]Virtual Environments

PcVue supports virtual environments such as vmware® or Hyper-V™.





[bookmark: _Toc5094487][bookmark: _Toc140052217][bookmark: _Toc162427852]Multi Station Architectures 

PcVue offers an extendable and flexible control system of high performance with a modular system architecture that consists of largely standardized component.
Client-Server architectures and inter-station messaging are built-in to PcVue and are available within the Windows environment. 
The system is also easy to configure and operate thanks to wizards.
For more information please see the document “PcVueSolutions_WP_Architectures&deployment_en.pdf”
[bookmark: _Toc5094488]

[bookmark: _Toc140052218][bookmark: _Toc162427853]Central Project management

To make the maintenance and the deployment of a project easier and faster, PcVue is delivered with a built-in central project management tool.
  Devices
PcVue
Clients
PcVue
Engineering station
Association of redundant PcVue servers
Data acquisition networks 
Data processing network – PcVue TCP/IP messaging






























[bookmark: _Toc5094645][bookmark: _Toc110409308][bookmark: _Toc162427741]Figure 67 - Central version management

Different versions of a project and/or libraries are centralized in a shared directory on the network. The centralized project and/or libraries can be modified from any station on the network.  
Usually a dedicated PcVue development station is used to host the central project versions directory and to make the change for a project.
Any station can manually load and run any type or version, or automatically run the reference version of a project and/or libraries from the central project directory. This feature can also be used for stand-alone architecture.

Supported features are:
· [bookmark: _Hlk149225352]4 version types : development, operational, pre-reference and reference
· Configurable content of a version
· Track modification for each version
· Automatic version numbering system
· [bookmark: _Toc411334901]Unlimited number of  versions (vs media free space)
· Tags can now be associated to versions of your project and libraries, and you can start your project based on a tag instead of a version identifier or state
This device allows to trace the evolution of the project and if necessary be able to return to an earlier version.
In the event, or you want to work in "parallel", the platform allows PcVue through its separate application components (synoptic, communication, BDTR, historical, Scripts, ...) to configure each separately. This requires the establishment of good practices and a coordinator for the aggregation of components before generating a reference version.
[bookmark: _Toc5094489][bookmark: _Toc140052219][bookmark: _Toc162427854]Web & Mobility

[bookmark: _Toc5094490][bookmark: _Toc140052220][bookmark: _Toc162427855]EasyMobileTechnology

Web and mobile solutions of PcVue lean on an exclusive technology EasyMobileTechnology allowing to setup mobile architecture with no gateway/plug-in, embedding all the necessary security features (https, Oauth, certificates) and the HTML5 technology as well as maintenance tools.

This technology fits the following criteria:
· No gateway, no extra plugin
· No installation on client side
· Easy settings – no scripts – Wizard only
· Open to third-party application
· Adapted to any users: end-user, SI, IT
· Secure scalable architectures and communication
· Easy Diagnostic

[bookmark: _Toc5094491][bookmark: _Toc140052221][bookmark: _Toc162427856]Web deployment console

The web deployment console is a component for setting, deploying and maintaining a web or mobile architecture.
It supports the following features:
· Deployment of web services and web apps on IIS
· PcVue Web Back-end endpoint management
· Data protection management
· Certificate management
· User access logging & OAuth Server management
· IIS auditing / diagnosis
The web deployment console runs on a server hosting a web server IIS.
[bookmark: _Toc5094492][image: Une image contenant texte, capture d’écran, nombre, logiciel
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[bookmark: _Toc110409309][bookmark: _Toc162427742]Figure 68 - Web deployment console interface
[bookmark: _Toc140052222][bookmark: _Toc162427857]WebVue - HTML5 Web client

WebVue uses an ordinary web browser and an internet or intranet connection to provide remote display and control of your processes. A user with appropriate user rights (user name and password) is able to access the PcVue SCADA application from anywhere on the network. WebVue is independent of the operating system as it runs in a web browser and it displays PcVue mimics directly without requiring any modification.
Communication between the PcVue Web Server and the WebVue client uses Microsoft IIS technology and the enterprise firewall jointly to manage security. The WebVue client is continually refreshed and data exchanged using HTTP, or HTTPS if encryption is required (SSL V2).
WebVue is compatible with the main web browsers. Using PcVue’s public Web Services you can also create a custom web portal to access the real-time and historical data of PcVue on mobile phones, tablet PCs etc. via standard web pages.
WebVue Features

· HTML5 technology
· Real time monitoring and control and access to historical data, trends
and events are possible from the web client interface for an operator with appropriate user rights.
· The mimics displayed on the web client look the same as the mimic visible from the SCADA stations clients or servers.
· It is not necessary to develop specific mimics and views for the web client capability. Meaning the mimics develop for the SCADA application are automatically compatible with the Web Client. This in order to avoid extra engineering and to allow operator users to be immediately familiar with the Web SCADA interface.
· It’s possible for a user with appropriate user rights to log in to the web client application through intranet or internet using a standard web browser from the market.
· Auto log off feature to automatically log off a user connected to the web client after a determined inactivity period.
· Facilities for remote commands and acknowledgement of alarms
· (according to user rights)
· No software installation necessary on the remote station
· Optimized data exchange for mimic updates
· Encrypted data exchange to prevent problems of hacking
· Access to PcVue data server via IIS in XML SOAP
· Station for production maintenance staff, or for all occasional users
· Several users may be connected simultaneously to the supervisory application managed by the web server station
· Several connections are possible on the same webbrowser using several tabs
· No license required on the client station
· An operator with Web Client access has the same rights from the Web Client interface as on the SCADA application itself.
· Up to 50 web client connections shall be able to access the supervisor concurrently
· There’s no limitation to the total number of potential web user.

[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc5094646][bookmark: _Toc110409310][bookmark: _Toc162427743]Figure 69 - Mimic displayed in WebVue


Some restriction may apply when using a WebVue client :

The following animation types are not supported: Grid Control Recipe Region Timetable 
• The use of substitution strings for opening mimics is not supported (#I, #P, #U, #M11 to #M20). 
• The form controls are supported but their appearance is slightly. The intermediate state of a check box or radio button form control is not available. You cannot use variables with Form Controls for mimics displayed in WebVue. 
• The Trend, Alarm and Log Viewers have some limitations on their functionality. 
• AVI (multimedia) files are not supported. 
• If a mimic is repeated in the Supervisor's Workspace, only the first instance appears in the WebVue Client. 
• The options available when entering a text string or register value are limited. 
• There is limited support of pop-up (child) mimics. 
• Limited use of function keys. 
• The Zoom feature is not available. 
• There is limited support of fonts and styles. Fonts will generally be supported if they are installed both on the Supervisor's station and on the browser of the WebVue Client's station. The fonts Arial, Courier, Times New Roman, and System are widely supported. Regular, italic and bold styles are supported; underline styles are not. 
• Control zone animation accelerator keys are not supported. 
• ActiveX controls in mimics are not supported. 
• OLE objects in mimics are not supported. 
• VBA and Enable scripts not supported. 
• Limited support for SCADA Basic instructions and modes. 
• 3D mimics not supported. 
[bookmark: _Toc5094493][bookmark: _Toc140052223][bookmark: _Toc162427858]Remote access 

PcVue supports the feature « Remote Desktop Services » which allows instances of PcVue to run remotely using any devices that supports Remote Desktop, including HTML5 compatible devices.
This allows a user to access the PcVue application remotely with exactly the same features as a local client station.
This solution offers a high level of security since only the keyboard and mouse activities transit over the network reducing the risk of data corruption.

[bookmark: _Toc5094494][bookmark: _Toc140052224][bookmark: _Toc162427859]TouchVue - Mobile application with alarms & events notification services

It is possible to access data from a PcVue project from a tablet or smartphone using the TouchVue mobile application for PcVue.
TouchVue is an application displaying information and enabling actions on variables provided by the mobile server of PcVue ,. The variables displayed are those whose level of navigation corresponds to the configuration of the TouchVue user profile.
TouchVue runs on the Android operating system (5.0 or higher), it also works in a web browser on any SmartPhone[footnoteRef:6]. [6:  Notifications are not available in this environment] 


This application offers the following notification and control services:
• Notifications of alarms in real-time
• Access to real-time alarm list
• Alarm acknowledgment
• Access to the list of archived events
• View real-time data trending and archived
• View real-time values
• Sending commands and instructions

The implementation of this solution is done simply and without specific development. A simple setting made via check boxes in the PcVue project allows to define what type of data will be available on mobile. In addition, access to data and the level of visibility and control of these depend on the user profile and the rights associated with it in the PcVue project.
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[bookmark: _Toc5094647][bookmark: _Toc110409311][bookmark: _Toc162427744]Figure 70 -TouchVue screenshots
[bookmark: _Toc5094495][bookmark: _Toc140052225][bookmark: _Toc162427860][bookmark: _Toc439770182]SnapVue - Geolocation and contextual mobile app
A mobile application will allow a user, depending on his / her profile, to automatically obtain the contextual information related to his / her area of ​​responsibility (maintenance, operation, etc.) in the zone where he / she is and to have access to the actions he/she can undertake, directly from his mobile. It will be able to control the set points, analyze trends, consult a data sheet or exchange instant messages with other stakeholders.
 
This mobile application will be based on the existing internal / external geolocation technologies (bluetooth tags, NFC chips, QRCodes, GPS, WiFi, ...) and will allow in particular the following functionalities:
- Automatic display of contextual information according to the geographical area in which the user is located and his profile
- Visualization and control of equipment in the vicinity
- Instant messaging with text, audio or video messages, and images
- Localization of mobile devices from a server visible on the synoptics through animations or on an interactive map (Google map, ...)
This application should facilitate the interventions of nomadic users who do not necessarily know the site well by presenting the relevant information concerning the tasks to be accomplished without having to navigate through a multitude of menus.

[image: Une image contenant texte, capture d’écran, multimédia, gadget
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[bookmark: _Toc64368632][bookmark: _Toc64369652][bookmark: _Toc110409312][bookmark: _Toc162427745]Figure 71 – SnapVue : concept



SnapVue uses geolocation technologies and services as shown below:
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[bookmark: _Toc110409313][bookmark: _Toc162427746]Figure 72 – SnapVue : technologies

[bookmark: _Toc64368634][bookmark: _Toc64369654]Figure 73 – SnapVue : screenshots

Smart Bots 

Smart bots is a feature that shall come with the mobile app to assist the mobile user through an interactive messaging interface.
A smart bot shall offer but shall not be limited to the following features :
· Allows a chat with the user on event or on demand in SnapVue
· Guides the mobile user in a specific context with an interactive messaging process flow
· Custom scenario for bot messaging can be designed with no code
· Can interface with O365 calendars
· Can interface with Web Server endpoints as part of workflows as : Telegram, Line, REST API, CMMS API

[image: Timeline
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[bookmark: _Toc110409315][bookmark: _Toc162427748]Figure 74 – Screenshot of smart bots: run-time and design


[bookmark: _Toc140052226][bookmark: _Toc162427861]Example of Architecture 

PcVue is a very flexible and scalable platform that can be configured for many different architectures.
Below an example of one architecture:
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[bookmark: _Toc439838439][bookmark: _Toc439838800][bookmark: _Toc5094648][bookmark: _Toc110409316][bookmark: _Toc162427749]Figure 75 - Example of architecture

This example of architecture leans on the following elements:
· The data acquisition is performed by redundant acquisition servers on the industrial network.
· A development station is used for the centralized management of the project.
· The operation is performed by the clients stations on the computer network isolated by a firewall
· A station installed on a Windows server in a demilitarized zone (DMZ[footnoteRef:7]) isolated by firewalls, hosts a web server, a mobile server and a Windows RDS[footnoteRef:8] Server . [7:  Demilitarized Zone]  [8:  Remote Desktop services] 

· Clients can be run remotely through RDS instances using the Windows Remote Access Office.
· An interface installed on the server allows the display of client instances on any device that supports HTML5.
· The web clients allow operation from a standard web browser.
· A mobile application connected to mobile server is used for the notification and acknowledgment of alarms and control from a smartphone or tablet.
· The exchanges between the Web server and terminal use secure sockets HTTPS[footnoteRef:9]. [9:  HTTPS : HyperText Transfer Protocol Secure] 

· Users access of the entire system is managed by Windows Active Directory for single sign-on (SSO[footnoteRef:10]) [10:  Single Sign-On] 

A number of precautions must be taken to protect the components of a PcVue multi-level architecture.
Thus, the necessity to:
- Segment the various networks (computer and industrial for example) by the creation of separate logical areas (VLAN[footnoteRef:11]) that require the same level of security [11:  VLAN : Virtual LAN] 

- Filter the data by using firewall.
The use of a DMZ and routers also allows to isolate the network from the outside and prevent unwanted intrusions.The establishment of VPN[footnoteRef:12] tunneling solutions may also be necessary to protect traffic between two network components. Typically, a VPN can be established between a PcVue acquisition station and a PLC communicating via TCP / IP, or between multiple remote monitoring sites communicating with inter-station TCP / IP messaging. [12:  VPN : Virtual Private Network] 

PcVue Solutions, in partnership with MOXA offers a complete solution of hardware protection to address the issues mentioned above:
- Full range of secured Firewall / VPN industrial
- Traffic limitation and control between different network zones
[bookmark: _Toc5094497][bookmark: _Toc140052227][bookmark: _Toc162427862]Creation of traffic restrictions Security & Safety

PcVue implements the necessary features of authentication and cybersecurity to protect the system against the growing threats accompanying the rapid change in technologies and the widespread use of connected users in industry networks.
SSL encryption and Secure HTTP (HTTPS) are supported as well as the Integrated Microsoft Windows® authentication (Active Directory).
[bookmark: _Toc5094498][bookmark: _Toc140052228][bookmark: _Toc162427863]Authentication

The features of a SCADA application depend on the user rights of the operator who is logged in. An operator will log in to the application by typing his user name and password, specific user rights will then be associated to the user. Unlimited users can be configured but only one user at a time, on a each station, can be connected.
Access rights give operational rights (like access to certain mimics or control rights on a mimic) but also system rights for the PC itself or access to PcVue’s configuration tools. 
Depending on the station where the user is connected their rights can be different.
In order to ease the configuration and maintenance of user rights, a user profile are used, when a new user is created a user profile is associated with this new user. A profile is like a group of users having similar rights.
Main features for user rights are:
· Auto disconnect a user logged in after a customizable time of inactivity.
· Allow to configure a validity period for the passwords.
· Password strength control
· 10 levels of hierarchical profiles
· Facility for locking access to particular mimics, command variables, log variables, acknowledgements and alarm masking of access to various levels of model etc.
· Configuring different access profiles for a user according to the station logged onto, in a multi-station architecture
· Ability to require password change on first login
· Manages a user's "quarantine" after three unsuccessful login attempts
· Integrates user account information encryption

[image: user rights]
[bookmark: _Toc5094649][bookmark: _Toc110409317][bookmark: _Toc162427750]Figure 76 - Users configuration
[bookmark: _Toc439770185]
In the light of certain standards such as 21 CFR Part 11 applied in pharmaceutical, passwords management can be strengthened by operating on devices like:
- The signature and the recording of the user who send a control to the process  
- The double signature making compulsory the user name and password entry but also a supervisor for qualified sensitive operations

Other features reinforce the user access security such as:

- Expiry date of an account
- Management of incorrect login attempts and automatic deactivation of the account
- Vulnerability test of passwords at its creation
- User Automatic logout after keyboard inactivity identified / pointing device according to a configurable period
- Encryption of user rights configuration file
- Etc ...


[bookmark: _Toc443252561][bookmark: _Toc5094499][bookmark: _Toc140052229][bookmark: _Toc162427864]User Right Management and Corporate Directory

Some companies impose within their IT architecture only one central directory listing all potential users of their IT resources.
PcVue allows to rely on the Windows Active Directory inheriting the settings of users previously identified (name, password). The association "PcVue Profiles" and "Windows Profiles" enables PcVue automatically to enrich the settings for each user account information required for the operation of the SCADA application, such as conducting rights (command, set ), or even the acknowledgment of alarms rights (level, priority, etc ...).
These exchange principles are completely automated and transparent at operating level.
[bookmark: _Toc5094500][bookmark: _Toc140052230][bookmark: _Toc162427865]Compatibility with Regulation 21 CFR Part 11

21 CFR Part 11 is a document from the US Food and Drugs Administration (FDA) that sets forth the requirements that have to be met in order that electronic records and electronic signatures are considered to be as trustworthy as paper records with handwritten signatures. 
PcVue integrates a number of features to meet an interpretation of the requirements of the regulations for 21CFRpart11 under the following parts:

· Subpart B - Electronic Records. Describes the controls for closed and open systems. The Supervisor is considered to be a closed system. 

· Subpart C - Electronic Signatures. Describes the implementation and use of electronic signatures. In the Supervisor, an electronic signature is fulfilled by a User Account. 

It is important to note that these features are natively integrated into PcVue and are available free in all versions of PcVue.
They are widely described in the online help of PcVue.

The developer must be aware that using these features is not a guarantee of compliance, in fact software alone cannot provide compliance. Many of the requirements must be met procedurally, whilst other issues can be resolved by restricting access to the host PC, both physically and electronically. You must also take into account that 21 CFR Part 11 is a document about electronic records and electronic signatures - it is not specific to the use of PCs and PC applications such as SCADA. As such it is open to interpretation and its application is affected by guidance documents that are issued from time to time by the FDA. 
[bookmark: _Toc5094501][bookmark: _Toc140052231][bookmark: _Toc162427866][bookmark: _Hlk108600543]Security and cyber security features table

	[bookmark: _Toc5094502]Feature/Technology
	[bookmark: _Toc5094504]Comment

	Secure HTTP (HTTPS)
	

	Proxy
	WebVue and WebServices interfaces both compatible with a proxy

	Active Directory
	It is possible to use either PcVue directory and its authentication mechanisms or to delegate authentication to Active Directory Compatible with Active Directory only.

	Ability to disable or uninstall unused features and interfaces. For example: telnet access, FTP, web interface, Command & Control protocols,serial interface, USB port...
	As of today, most of the optional features can already be disabled or blocked - Default configuration is smoothly restricted from version to version to make it more secure

	Root-Key
	A secret used as root key can be set at the time of deployment of a station

	User directory protection
	Confidentiality
-Based on the root key
-Cannot be deciphered or re-used w/o the root key
Integrity
-Password hashes
PIV Smart Card support
     2-factor authentication


	Client/server networking over TLS
	- TLS 1.3
- Support for TLS with Pre-shared keys
- Support for TLS based on certificates


	Public Key Infrastructure
	Support for a built-in PKI



[bookmark: _Toc5094650][bookmark: _Toc110409318][bookmark: _Toc162427751]Figure 77 – Supported Security features available
[bookmark: _Toc5094505][bookmark: _Toc140052232][bookmark: _Toc162427867]Security policy

Computer systems are more and more exposed to threats and attacks with potentially dramatic consequences. Faced with these dangers, it is essential to ensure the protection of these computer systems in order to guarantee their security. 
The solutions that PcVue Solutions supply are concerned by these issues as they are often at the heart of security sensitive environments, in automated process control or in systems designed to ensure people safety and property security. 

As such, we design our solutions by following processes and using technologies that contribute to the security of those systems.
However, despite our best efforts, our products may contain vulnerabilities susceptible to jeopardize the security of the systems in which they are integrated. 
With the goal of minimizing the effects of these vulnerabilities, ARC Informatique works openly with its customers, the authorities and the general public.

In practice, and beyond the design phases or our products, we commit ourselves to:
1. Making our knowledge available to customers and partners so as to help them setting up secured solutions,
1. Actively watching and following-up vulnerability alerts related to our products,
1. Coordinating our actions with the CERT network  – Computer Emergency Response Teams – and with computer security experts who support these commitments and the CERT recommendations,
1. Communicating with transparency about known vulnerabilities in our products by issuing security alerts  – Whether the issue has been discovered internally or by a third-party,
1. Upon an alert, issuing as fast as possible security bulletins providing immediate risk mitigation information to customers,
1. Leveraging knowledgeable feedback to design more secure products.
[bookmark: _Toc5094506][bookmark: _Toc140052233][bookmark: _Toc162427868]Commissioning tools
[bookmark: _Toc5094507][bookmark: _Toc140052234][bookmark: _Toc162427869]Variables 

A built-in component can be used to display and control any data (real time or historical) which is useful for commissioning for example.
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[bookmark: _Toc5094651][bookmark: _Toc110409319][bookmark: _Toc162427752]Figure 78 - Variable tracking table
[bookmark: _Toc5094508][bookmark: _Toc140052235][bookmark: _Toc162427870]System variables

PcVue has many System Variables which contain information about system behavior and performance.
This variables can be used anywhere in the project to display the status of the system components.
[bookmark: _Toc5094509][bookmark: _Toc140052236][bookmark: _Toc162427871]Audit diagnostics 

The Audit Dialog contains information about the internal operation of the Supervisor. Its main use is as an aid to diagnose unexpected or erroneous behavior but it can also be used to check the general "health" of a project. The information comes from the executables (.exe) from which the Supervisor is composed, and the individual managers contained therein. The Audit Dialog contains two tabs.
• Counters
• Objects - System resource and configuration object counters
• Instance - Counters of messages between the Supervisor's managers and the memory that has been allocated.
• Time - The time spent processing the messages for each manager.
• Flow - Data flows associated with the change of real-time value of variables in the Variables Tree.
• Monitoring - Detailed information about the data flows associated with the change of real-time value of variables in the Variables Tree, presented in a graphical format. Two graphics are available, one that shows information about data acquisition (data into the Supervisor) and the other about data commands (data sent from the Supervisor).

The information from the Counters Tab is also dumped in text files that can be found in the Log Files folder.
The information from the Flows tab is also available in system variables in the Variables Tree. These variables must be enabled in the Audit Configuration dialog before the Supervisor creates them.
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[bookmark: _Toc5094652][bookmark: _Toc110409320][bookmark: _Toc162427753][bookmark: _Toc5094510]Figure 79 - Audit diagnostics

[bookmark: _Toc140052237][bookmark: _Toc162427872]Monitoring 

The monitoring tab contains information about the flow of real time data between the Supervisor's managers. Using the drop down list box at the top left hand corner of the dialog you can choose to display information about either data being acquired by the Supervisor, or data being produced by the Supervisor.

• Data acquisition - Data being acquired by the Supervisor. For example, the contents of a read frame of one of the native drivers.

• Data command - Data being produced and sent by the Supervisor. For example, the contents of a write frame of one of the native drivers.
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[bookmark: _Toc5094653][bookmark: _Toc110409321][bookmark: _Toc162427754]Figure 80 - Data flow monitoring

[bookmark: _Toc5094511][bookmark: _Toc140052238][bookmark: _Toc162427873]Cimway® data acquisition engine diagnostic tool

In addition to the integrated audit diagnostics of the supervisor, a specific monitoring tool for communication manager is provided. It has a system for errors specific to each protocol used to view real-time information and errors given by the protocol.


[bookmark: _Toc140052239][bookmark: _Toc162427874][bookmark: _Toc5094512]Logging and tracing
[bookmark: _Toc140052240][bookmark: _Toc162427875]Event log 

This tool displays in real time every messages, information or errors from the core of PcVue system, allowing tracking any abnormal behavior and understanding any malfunctions.
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[bookmark: _Toc5094654][bookmark: _Toc110409322][bookmark: _Toc162427755]Figure 81 - Event viewer

[bookmark: _Toc140052241][bookmark: _Toc162427876]SYSLOG and Windows events viewer 

PcVue enables event logs to be aggregated by 3rd party IT system monitoring tools for events correlation and analysis: PcVue supports for Windows event viewer and SYSLOG over UDP, TCP & TLS – RFC 3164 & 5424 and is compliant with the ANSSI and IEC 62443 requirements for logging and tracing.
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